This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 



BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not hmited to): 

• BLACK BORDERS 

• TEXT CLfT OFF AT TOP, BOTTOM OR SIDES 

• FADED TEXT 

• ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

• BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

• GRAY SCALE DOCUMENTS 

IMAGES ARE BEST AVAILABLE COPY. 



As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 



This Page Blank (uspto) 



(19) 



J) 



Europaisches Patentamt 
European Patent Office 
. Office europeen des brevets 



(12) 



(43) Date of publication: 

21.04.1999 Builet in 1999/16: 

(21) Application numbGr: 98308349.4 

(22) Date of filing: 13;iO:i 998 ' ■ 



(11) EP 0 910 176 A2 

EUROPEAN PATENT APPLICATION 

(51) Intel 6: H04B 7/005, H04B 1/707 



(84) Designated Contracting States: 


(71) 


Applicant: LUCENT TECHNOLOGIES INC. 


AT BE CH CY DE DK ES Fl FR GB GR IE IT LI LU 




Murray Hill, New Jersey 07974-0636 (US) 


MCNLPTSE [ 






Designated Extension States: • * 


(72) 


Inventor: Chuah, Mooi Choc 


ALLTLVMKROSI 




Eatontown, New Jersey 07724 (US) 


(30) Priority: 14.10.1997 US 61790 P 


(74) 


Representative: 


- ^ 12.03.1998 US 77741 P 




Watts, Christopher Malcolm Kelway, Dr et al 


22.05.1998 US 83797 




Lucent Technologies (UK) Ltd, - 






5 Mornington Road 






Woodford Green Essex, IG8 OTU (GB) 



CM 
< 

o 

O) 

o 

LU 



(54) Method for establishment of the power level for uplinkdata transmission in a multiple access 
system for communications networks 



(57) The power level for uplink data transmission in 
a wireless comnnunications network utilizing an on-de- 
mand multiple access method with a fair queuing serv- 
ice discipline (ODMAFQ) for efficient utilization of the 
limited bandwidth available in the wireless network is es- 
tablished during the initial access request message. The 
power level in a wireless network having a base station 
and several remote hosts is established by first trans- 
mitting a short connection request message to the base 
station ifrom one of the remote hosts at an initial power 

FIG. 2 



level that is set relative to the nominal open loop power 
level. If the first remote host's transmission is unsuc- 
cessful, the power level is incremented by a power in- 
crement amount that may be predetermined, and the 
steps of transmitting and incrementing are repeated un- 
til the transmission from remote host to base station is 
successful. Finally, the power level at which transmis- 
sion is successful is stored and used for further data 
transmission between that particular remote host and 
the wireless network base station. 
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Description . » - 

Field of the Invention 

5 [0001.] The present invention relates to a mediunn access control (MAC) protocol, known. as an "on^lemand nnuitiple 
access tair queuing" system, for application In a wireless communications network system. In particular, the invention 
relates to a method for establishment of the power level for initial and subsequent uplink data transmission when using 
the on-demand fair queuing protogol in time and frequency division half - and full-duplex multiple access wireless net-, 
works. ^ .... . ' .• • 

to . . . 

Background of the Invention 

[0002] Wireless services, such as cellular voice and data and wireless LANs, are expected to enjoy rapid growth in 
the years to come. Third-generation wireless networks designed to.carry multimedia traffic are currently under intensive 

IS research, with the major goals being to provide seamless communications, high bandwidth availability, arid guaranteed. 
Quality of Sen/ice (QoS) without any location or mobility constraints. . . ^ 

[0003]. Fig, .1 depicts a prior art wired- network for data exchange. Shown are the three existing .business entities 
whose equipmer|t. working in concert, is typically utilized today to provide remote internet access through modems to 
usec corriputers; User computers 2 and user modems 4 constitute end systems.. The first business entity shown in Fig 

20 1 is the telephone company (telco) that owns and operates the dial-up plain old telephone system (POTS) or integrated 
services data network (ISDN). The telco provides a transmission medium in the form a of public. switched telephone 
netvyprk.(PSTN) 6 over which bits or packets can flow between users and the other two business eritities. 
[0004] ' The; second b^usiness entity shown In Fig. 1 is the internet service provider (ISP). The ISP deploys and man- 
ages one or more ppints of presence (POPs) 8 in Its service area, to which end users connect for network service. An 

25 ISP typically. establishes a POP in each major local calling area in which the ISP expects to have subscribers. The 
POP 8 converts message traffic from the PSTN 6 into a digital form to be carried over Intranet backbone 10, which is 
either owned by the ISPj.or leased from an intranet backbone provider, such as MCI, Inc.. An ISP typically leases^ 
fractiorial or full,T1 or T3 lines frorn the.telco for connectivity to the PSTN, The POPs 8 and the ISP's media data center 
14 are connected together over the intranet backbone 10 through router 12A. The data center 14 houses the ISP's 

30 web sen/ers, mail serv.ers, accounting, and registration servers, enabling the JSP to provide web content, e-mail, and 
web hosting services to end users. Future value-added services may be added by deploying additional types of servers 
in the data center 14. The ISP maintains router 12A-in order to connect to public internet backbone 20. In the existing 
model for remote access, end users typically have service .relationships, with both their telco and their ISRiUsualty 
getting separate bijis from each. End users access the ISP and, through, the ISP, public internet 20, by dialing the 

35 nearest POP and running a communication protocol known as the Internet Engineering Task Force (IETF) point-to- 
point ,(PPP) protocol. • \ 

[0005] The third business entity shown iri Fig. 1 is a private corppration which owns and operates its own private 
intranet 18, accessed. through rputef.12B- Corporate employees may remotely access corporate network 18 (e.g., from 
home or. while on the road)t)y making POJ.S/I SDN .calls to corporate remote access server 16 anci running the. IETF 

40 ppp protocol. For corporate access, end users pay only for t^e cost of connecting to corporate remote access server 
16' The iSP is not involved.. The private corporation maintairis router 12B in order to connect an end user to either 
cqrporaie intranet. 18 or'public internet 20. ...... 

[0006] End users currently pay the telco for both the cost of making phone calls and the cost of a phone line into 
their home. End users also must pay the ISP for access to the ISP's netvyork and services. Today, intemet serv.icp 

45 providers offer internet access services, web content services, e-mail services, ^ontent.yhosting services, and/oami.pg 
to end users. Because of low margins and lack of market segmentation based on features and price, ISPs are looking 
for value-added services to improve margins. In the short term, equipment vendors want to be able to offer solutions 
to ISPs that enable them to offer faster access, virtual private networking (the ability to use public networks securely 
as private networks and connect to intranets), roaming consortiums, push technologies, and specific Quality of Service. 

so In the longer term, it is desired to offer voice over internet and mobility. ISPs will then be able to use these value-added 
services to escape from the low margin straitjacket. Many of these value-added services fall into the category of network 
services and can be offered only through the network Infrastructure equipment. Other value-added services fall into 
the category of application services which require support from the network infrastructure, while still others do not, 
require any support from the network infrastructure. In particular, services like faster access, virtual private netNft/orking, 

55 roaming, mobility, voice, Quality of Service, arid QoS-based accounting alt need, enhanced network infrastructure,. 

[0007] . Wireless communications networks have the advantage of being able to, extend. the reach of wi red.net works. 
However, achievable bandvyidths in wireless networks frequently lag behind those available. in wired netvypr,ks, .Wired 
broadband systems like asynchronous transfer mode (ATM) are capable of providing services with different. QoS (e. 
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g., constant bit rate (CBR). variable bit rate (VBR), and available bit rate (ABR)) for enhanced support of muftimedia 
applications. It is desired to e>ctend such services to wireless networks. Research on merging ATM and wireless net- 
works is therefore currently underway in many institutions and research laboratories. Many fuhdarriental issUes, af- 
fecting everything from the access layer to the transport layer, are being studied. Besides use of ATM as a transmission 
5 format at the air interface of a wireless network, ATM is also being considered for the wired infrastructure of cellular 
systems. Such a wired ATM infrastructure would be cafiable of supporting nnultiple access air interface technologies 
(e.g.. CDMA. TDMA. etc.). 

[0008] in a wireless network that supports multimedia traffic, an efficient channel access protocol needs to be max- 
imize the utilization of the limited wireless spectrum while still supporting the quality of sen/ice requirements of all traffic' 

10 Several well-known channel access protocols are currently used in wireless data systems, such as Slotted Aloha, 
PRIMA, etc.. Slotted Aloha is a simple protocol but, because it does not attempt to avoid or-resolve'c6llis"ions'between- 
data users, its theoretical capacity is just 0.37. In addition, Slotted Aloha is unsuitable for efficient transmission of 
variable-length packets. * " - ' 

[0009] Reservation -based protocols attempt to avoid and resolve collisions by dynamically reserving channel band- 

is width for users needing'tb send packets. Typically, in. such protocols a channel is divided into slots which are grouped 
into frames of N slots. A slot can be further subdivided into k niinislots. Normally,' N-, of the slots will be used for 
reservation purposes while the remaining N-N^ "slots are data slots. The users that need to send packets send a re's-'- 
ervatidn request packet in one of the M=Ni*k minislots. If the reservation request packet is successful, then ihe-user 
will be allocated a certain number of data slots until the user'or the base station releases the reservation. If the reser- 
ve? vation request packet is not successful, the user will lis'e a "conflict resolution method to retransmit the reservation* 
request until it is successfully transmitted. " ' * ' ■ - • - - . l ■ 

[0010] A multiple access protocol for hybrid fiber-coax networks has been prbposedby Doshi et al. in *'A Broaddand 
Multiple Access Protocol for STM, ATM, and Variable Length Data Services oh Hybrid Fiber^'Coax Networks," Bell llabs' : 
Technical Journal, Sumnner 1996; pp. 36-65.* While sharing many issues with the wireless" envif-bnmeht.'this f)rotocor^ 

2S does not completely address the unique problems encountered in the design of a wireless access scheme, such dehlihg^ 
with retransmissions over ah error-prone wireless link and establishment of the transmission^'pdwerMevel needed to^ 
ensure proper packet 'delivery. While this scheme does propose the idea of contention reservation slots, it does-not- 
provide a flexible scheme wherein the nurnber of contention slots can be varied 'dynamically* based on queiue^ize 
information. ' ' . ' ' ^ v - . - ^ - : ^ . . ^ ^ 

30 [001 1] Karol et al have proposed a "Distributed-C)ijeuingP=*equest Update Multiple Access" scheme (DQRU MA) [Karol 
et al, "An efficient demand-assignment multiple acc'ess protocol* fb'r yvirdlessp^^ tATh/i) networks." Wkeless Net-*;; 
works i: pp. 267-279, 1995]. This wireless access schieme does riot all ovv new users to c"6htend for bandwidth during' 
the conflict "resolution period or utilize thie reservation slot contention succie'ss r'ate'during the previous round to adjust^' 
backoff tinrie. this scheme also does not utilize a fair queuing technique, and hence does not make usie of service tags " 

35 to fairly allocate bandwidth between competing sources. ...... 

[0012] An important topic in designing a channel access protocol is selection of the scheduling techniques used to 
set the transmission o'rder of uplink and 'downlink* packets: A number of schedulers which are all variations on fair 
queuing have been proposed for wired networks /S^e/ e.g.;* S. J.\ Golestani. "A Setf-Glocked Fair Queuing Scheme For * 
Broadband Applications". Proceedings of IEEE Ihfocom. 1994; Parekh and Gallagher.- "A Generalized Processor^Shar- 

40 ing Approach To Flow Control In Integrated Services- Networks: The Single'Node Case". 'IEEE/ACM Transactions On " 
Networking. 1 (3):344-357, June' 1993; L Zhangf "Virtual Clock Algorithni". Proceedings of ACM Symposium, pp ' 
1 224-1 231 , 1 992]. These all have the effect of providing access to a share of bandwidth as if each service class has ' 
its own server at its given rate: ' • ' - ' . ' . - * n _ • : 

[0013] ' The Weighted Fair Queuing scheme of Parekh and Gallagher is difficult to implement; so the Self-Clocked 

45 Fair Queuing (SCFQ) scheme was proposed by , * . . 

SO - ■ . . . . . ^ • . • . ; . . V ■ . ■ • 

Golestani For SCFQ, the service tag is computed as; ' ' 

where u(t) is the sen/ice tag of the packet in service at time t. F'|^ is the service tag for the i^^ packet from class k "with 
F\ = 0 for all k, L'k is the length 6i the i* packet of class k, r,^ is the relative weight assigned to class k, and a'^ is the 
arrival time of the i**^ packet of class k. Packets are then served in the 'order of these tag values. The algorithm of" 
ss Golestahi is designed for wired networks! however, and must- be modified if it is to function in a wireless environment.' 
In particular the algorithm of Gblestani'does not address either how to haridle transmission scheduling when the server 
(base st&tion) does not have complete information about the size of the queues because they are remotely located or 
how to handle i^etransmisslori of lost packets. ^ ^ - : • r o .:. 
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[0014] Lu Gt al (University of Illinois) have proposed an "Idealized Weighted Fair Queuing" algorithrri [Lu^t al, "Fair 
Scheduling in Wireless Packet Networks," Sigcom VCi 97] that is designed to accommodate the special needs of wireless 
networks. This scheme requires full knowledge of the channel state (i.e. whether it is good or bad), something that is 
not generally available in a real network. It also does not change the service tags of packets that do not transmit 

s successfully, leading to a complicated retransmission process, and drops packets from lagging flow, rather than only 
when there is a buffer overflow. . . ■ 

[0015] Another wireless access scheme, proposed by R. Kautz in "A Distributed Self -Clocked Fair Queuing Archi- 
tecture For Wireless ATM Networks", 1997 International Symposium on Personal Indoor and Mobile Radio Communi- 
cations, utilizes a polling system instead of a reservation and piggybacked reservation approach. Polling schemes 

10 generally have poorer performance in terms of delay and bandwidth usage as compared to reservation access 
schemes. In addition, the scheme of Kautz changes service tag values only. for those packets transmitted in error, 
causing the QoS at all remotes to suffer because the packets of ail the remotes are delayed by retransmission of the 
lost packet. 

IS Summary 

[(X)16] The present invention is an aspect of an on-demand multiple access (CDMA) method with a fair queuing (FQ) 
service discipline (referred to as ODMAFQ) for efficient utilization of the limited bandwidth available in wireless com- 
munications networks. In this method, a bursty source, sends a channel access packet to reserve bandwidths for future 

20 transmissions whenever a packet has arrived at an empty queue, while a constant bit rate source is made to undergo 
contentiDrfVion^y once, during connection set-up. A distributed self-clocked fair queuing service discipline is used to 
determine the transmission order of various uplink sources, allowing diverse QoS to be provided. 
[0017] -;T|>e uplink power level for data transmission in a wireless communications network employing the On -Demand 
Multiple Access Fair Queuing protocol and having a base station and several remote hosts is established during the 

2S initial access request message by first transmitting a short connection request message from one of the remote hosts 
at arv.injtiaj ppw^r level that is set relative to the nominal open, loop power level. If the remote host's first transmission 
is unsuccessful, the power level is incremented by a power increment amount which may be predetermined, and the 
steps of transmitting and incrementing are repeated until the transmission is successful. Finally, the power level at 
which transmission is successful is stored and used for further, uplink data transmission between that remote host and 

30 the wireless network base station. 

[001 8] It is a general object of the present invention to provide a remote host with bandwidth on demand in a wireless 
network. It is a particular object of the present invention to provide -for efficient determination of the power level required 
for uplink data transmission between each remote host and the wireless network base station in any particular imple- 
mentation of the multiple access system of the present invention. 

Brief Description of the Drawings 

[0019] The invention is described in detail in the following description of preferred embodiments with reference to 
the following figures, wherein: 

40 

• ■ Fig. :1 is a schematic diagram of a prior- art netvyork; , j , . . ; 

Fig. 2 is a schematic diagram of a network according to an aspect of the present invention; 

4S Figs. 3 and 4 are frame diagrams showing example downlink and uplink frame structures for a frequency division 

half-duplex embodiment of the invention; 

Fig. 5 is a frame diagram of the synchronized downlink and uplink frame structures for a frequency division full- 
. duplex embodiment of the. invention; . . , . , , , . , ■ , i 

50 

Fig. 6A illustrates a frame having a general MAC layer downlink broadcast subframe, according to an example 
embodiment of an aspect of the present invention; . . rj- . . ■ r 

Fig. 6B depicts a broadcast or multicast downlink frame format; 

Fig. 6C depicts a beacon message format for the embodiment of Fig. 6B; . - . \- c . ' . 

Fig. 6D. depicts a transmit permit. format for the embodiment of. Fig. 6B; . i.., r 
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Fig. 6E depicts a transmit schedule format for the embodiment of Fig. 6B; : \ ■: - 

Fig/SF depfcts a broadcast or multicast payload forrhat for the embodiment of Fig. SB; ' • • • 

• Fig. 7 A illustrates a frame having a downlink unicast sub-frame, according to* ah example embiodim'ent of the 

present invention; 

Fig. 78 illustrates a flow control frame format for a downlink unicast data subframe, according to an example 
embodiment" of the present invention; 

Fig. 7C illustrates a data frarfie format for a downlink unicast data subframe/ according to an example embodiment 
of the present invention; - ' " - * * . . ^ 

Fig. 7D depicts a unicast sub-frame concatenated to the back of a broadcast sub-frame; 

Figs. 8A illustrates a frame format tor an uplink transmission frame, according to an example, embodiment of the 
present invention;" - ' - . " i v 



10 



20 



25 



Fig. 8B depicts the asynchronous transfer region of the-trarrie of Fig: SA; ' *• " " ' *^ ■ : .f . ' 

Fig. SC depicts an uplink frarne having reservation rhihisiots according to an enribbdimerit of -the present inventibni 

"Fig. 8D illustrates a frarne format for a reservation minislot. according to an example -erhbodiment of the' present 
invention;" . ■ . - . . l: . v : . .. ■ . : : . ^ o.:, • 

Fig. 8E illustrates a franie format for a pure acknowledgment uplink frame, according to ah example embodiment - 
of the' present invention; " * *' i.* -*.,. 

Fig. 8F illustrates a frame format for a pure data uplink unicast frame/ according to an Example embodiment of ^ 
30 the present invention; ' ' ' ^ • * ' ' '■ " • 

Fig.'8G illustrates a frame format for a cbmbiried acknowledgment and data uplink f'rahne. according to ah example 
embodiment of the present invention; ' * • ' ' . ^ ' 

35 Fig. 8H illustrates a frame format for a combined acknowledgment, data, and "more" uplink frame, according to 

an example embodiment of the present invention; ':C. - * ^ -.l.-:!.-. L.'I 

Fig. 9A depicts a time line showing the tags of packets at time t* = 0 in an example embodiment ot the' present 
invention; * . 

Fig. 9B depicts a time line showing the tags of packets at tirtve t = 3 just before -the packets from session 3 arrive 
in the example of Fig. 9A; 

Fig, 9C depicts a time line showing the tags of packets at time t = 3 just after the nine packets from session 3 arrive 
45 in the example of Fig. 9A; * • * 

Fig. 9D depicts a time line showing the tags of packets at time t=4.5 in the example of Fig. 9A; 

Fig. 10 is an illustration of dynamic adjustment of the uplink/downlink ratio, according to one embodiment ot the 
50 present invention; 

Fig. 11 is a schematic illustration of the operation of the paging capability- of one embodiment Otthe present in- 
vention; 

55 Figs. 1 2A - 1 2D are flowcharts depicting different methods that may be utilized to dynamically change the number 

of reservation minislots according to one embodiment of the prissent invention; . ■ ; : ^ * r 

Fig. 13A is a flowchart illustrating the overall MAC protocol operation, as Viewed 'bi^'a remote host,*^ according to 
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, one eijibodinrient of the present Jnyention; . . r - 

Fig. 1 3B is a flowchart illustrating the overall MAC protocol, operation, as viewed by the base station, according to 

• one embodiment of the present .invention; ^ , 

- Fig. 14A : 14C are flowcharts; illustrating three contention resolution methods according to embodiments of the 
. - present invention; ' , 

Fig. 15 is a flowchart illustrating assignment of packet service tags according to one embodiment of the present 
10 invention; r-, . ; . •; . > 

Fig. 16A is a flowchart illustrating,an embodiment of the method for sharing bandwidth of the present invention; 

Fig. 16B is a flowchart illustrating an alternate embodiment of the method for sharing bandwidth of the present 
IS - invention;^ : . - * • . ^ - 

Fig. 17 Js. a flowchart illustrating establishnnent of the power level for uplink data transmissipn according to an 
-aspect of the rnethod of the present inyention; . . ^ : 

20 . Fjgr i;8A:is a flowchart illustrating an embodirnent of a method for access control according to the present invention; 

Fig. 18B is aJlpwGhart.il lust rating an altemate^embodiment.of a method for access control according to the.present 
-invention; j , i - . - r ^ • . ' . • • 

25 r- Fig. 1 9. js a flowchart -jl lust rating an embodiment of a method for control of admission of remote hosts according 

. .to the present J nyontion . . _ . - - , . 

. Fig. 20 is a flowchart iilustratiog an ernbpdimenl of a method for adrnission of new connections based on measured 
^.quantities according to ^n aspect of the present invention; , ,, . . * - 

• Fig. 21 : is a flowchart illustrating an embodiment of a method for overload control in a network according to an 
. aspect of. the present invention; . • ' . - - - . . • . 

. Fig. 22 is a block diagram of the On-Demand Multiple Access Scheme with Fair Queuing of the present invention; 

35 /jand.; ^ : . ■ " , ■ . .r^- , - - ' . 'i - , - 

: .Fig. 23 is^ flowchart illustrating the operation of the multiple access .scheme. of the present invention. - . . ^ 

Detailed Description of Preferred Embodiments , ; . 

[0020]: . As previously discussed, it is an object of the present invention to provide a wireless pac ket -switch ed djata 
network for end users that avoids the public switched telephone network and provides end users of the wireless network 
with remote roaming capability. These and other objects are achieved in a wireless data network that includes a home 
mobility switching center, a foreign mobility switching center,, a base station (access, point), and an end user The . home 

45 mobility switching center includes a home registration server and a home inter-workjng function. The foreign mobility 
switching center includes a serving registration server and a serving inter-vyorking function. The base station- includes, 
a proxy registration agent. The end user-modem includes a Mser registration agenti The user registration agent is 
coupled to. the: proxy registration ggent, the proxy registration agent is coupled to the serving registration server, and 
the serving registration server is, coupled to the home registration server . ^ , 

50 [0021] The proxy.- registration agent includes a module for sending an advertisement containing a careof-address 
upon receipt of a solicitation from the user registration agent. The user registration agent includes a module-fqr incor- 
porating user identity information and the care-of -address into .a registration request upon receipt of the advertisement,- 
as.well as a module, for sending this registration request tp4he proxy registration agent. The proxy registration agent 
further includes-.a module for forwarding to the serving registration server any registratiori request received. fronD-any 

55 user. - ' • . ■ . - : l ^- . . • - v, * . • r. 

[0022] The serving registration server includes-a foreign directory module fpr deternnining ahome registration server 
address, a module for encapsulating;the registration .request and incorporating serving registration server identity in- 
formation and the encapsulated registration request into a radius access request whsp, the. home registration server 
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address is determined, and a module for sending the radius access request to the home registration server. The home 
registration server includes a home directory module for authenticating the serving registration server identity informa- 
tion, a module for forming an inter-working function (IWF) request from the radius access request when the serving 
registration server identity information is authenticated, and a module for seiiding the inter-working request to the home 
5 inter-working function. 

[0023] As seen In the embodiment of a network utilizing the present invention'^depicted in Fig. 2, end systems (remote 
hosts) 232 (for example, a portable Windows 95 personal computer) connect to wireless network 230 via external or 
internal modems. These modems allow end systems 232 to send and receive medium access control (MAC) frames 
over air link 234. If usiBd, an external modem may be attached to PC or other end system 232 via a wired or wireless 

70 link. External modems are generally fixed, and could be co-located with roof top-mounted directional antennae. External 
modems may be connected to the user's PC using any appropriate linking method, including any of following types of 
links: universal serial bus, parallel port, infra-red, 802.3, or even ah ISIVf radio link. Internal modems send and receive 
MAC frames over the air link and are preferably PCMCIA cards that are plugged into the laptop's backplane using a 
srriall bmni-directional antenna. • * ' ,'*':'..*..-.).■ ; 

75 [0024] Wide-area wireless coverage is provided by base stations (access points) 236. The range of coverage pro- 
vided by base stations 236 depends on factors like link budget and capacity. Base stations are typically installed in cell 
sites by personal communication services (PCS) wireless- service providers.- Base stations 236 multiplex=end system 
traffic from their coverage area to the system's mobile switching center (MSG) 240 over wire tine or wifeless microwave 
backhaul network 238. 

20 [0025] • At mobile switching center 240, packet data inter-wolking function' (IWF) 252 terminates the wireless protocols 
for this network. IP router 242 connects MSG 240 to public internet 244, private intranets 246, or to internet service 
providers '247. 'Accounting and" directory servei-s 248 in MSC 240 store accounting' data arid directory information. 
Element management server 250 manages the equipment, which includes the base stations, the iWFs, "and the' ac- 
counting/directory servers 248. The accounting server 248 collects accounting data on behalf of users and sends the 

25 data to the service provider's billing systerii. In a preferred embodiment, thi3 interface- supported by the accounting^ 
server 248 sends the accounting information in American Management Association (AMA) billtrig record'-fbrrhat bveV- 
a TCP/IP (transport control protocol/internet protocol) transport to a billing system (not shown in Fig. 2). 
[0026] In the typical wireless network in'which-the present inventiori Is utilized, each c&l! has a base station and"a 
number of remote hosts ( nodes), with or without additional wired hosts. Remote hosts/ nodes can include any device 

30 capable of communication with the base station over a wireless link. Fixed-length packets arrive at the remote hosts 
("remotiBs'') at ieither a constant rate" (GBR traffic)'or accoi-ding to various bursty random processes. The packets are 
buffered at the remotes until they are transnriitted uplink to the base station, according to the channel actess scheme. 
The base station broadcasts downlink packets that are destined for one or more of the remotes within its cell. Uplink 
and downlink communications are tinie-multiplexed on a single frequency channel \x\ ordepto allow dynamic- sharing 

35 of uplink and downlink bandwidths. The scheme of the invention can also be used for frequency division half-duplex 
(FDHD) and frequency division full duplex (FDFD) systems. The base station uses a variant of the Self-Clocked Fair 
Queuing algorithm of Gotestani for scheduling the order of paicket transmission'f rom both remote hosts (remote queues) 
and wired hosts (local queues). ' . 

[0027] The On-Demand Multiple Access Fair Queuing (ODMAFQ) -schemeVof :the:in\/i3ntion is a time-slotted systein; .; 

40 in which a request access channel and a packet transmission channel are formed on a slot-by-slot basis. Time slot 
duration is chosen based on the particular system implemented. As ah example, this might be equal to the tim6 needed 
to transmit an ATM cell paytoad plus-Yadio- and MAC-specific headers. The multiplexing of uplink and dovyn link traffic " 
is b^sed on time divisidn'duplex- (TDD)* for TDD and FDHD systeriis/ Remotes that have packets'to send transmit - 
access requests via the request channel to the base station. The exact manner thiat each' remote makes such a request 

45 is^dependent" on whether the- remote's traffic is bursty or constant bit' rate. - * ' '* 

[0028] Transmissions on the request channel are oh a multiple'access 'basis;* Upon receivings successful access c 
request,-' the base station updates appropriate entries in a Request Table. The Request Table contains an entry: for 
every remote and wired host in the cell. Each entry contains the remote/wired Host identification tag and an associated 
field containing the service tag, with a tag valOe of -1 preferentially being used to indicate that-. the particular host. has 

50 no more* packets to transmit'. Since wired hosts are local* to the base station, they 'do not need to execute the request' i 
access process.' ' - ■ : . • . ■ ^ • . . 

[0029]-*'- The base station schedules transmission of its'uplink and downlink traffic and allocates bandwidth dynamically." 
based on traffic characteristics and Q6S requirements as well as the current bandwidth needs of all supported hosts.*.: 
A servlce tag IS used to schedule the transmission order of the packets from the hosts, vyiththe current queue information ' 

55 of all wired hosts being always known to the base station and the queue information of the remotes being sent to the.- 
base station through reservation requests. Reservation requests are either piggybacked on an already-scheduledriJp- j 
link transnriissibri or sent to the base station via the request" access channel in contention mode.""^*' " 
[0030] *An ernbddirnerit of the ODMAFQ scheme is depicted in Fig.' 22. Remote; hosts' 22.t0; request access to the . 
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base, station 2212 via the request access channel 2220. Successful requests are sent to the scheduler 2230, which 
notifies 2232 both the rennotes 2210 and the wired hosts 2240 of when it will. be their turn to transnriit.. When the time 
connes, a particular remote 221 0 transmits 2234 a packet via the transmission channel 2250. If the remote has additional 
packets to be transnoitted, it also piggybacks 2252 a reservation request for the next packet on the current packet being 

s transmitted 2234 via the transmission channel 2250, thus avoiding the need to transnriit a request 2212 in contention 
mode via the request access channel 2220 for the next packet. ; - 

[0031] As illustrated in the flowchart of Fig. 23, when a packet arrives at a remote with an empty buffer queue 231 0, 
if the source is not bursty 2314, i.e: provides a relatively continuous flow of packets or other data, the remote nnakes 
an access request and inforrns the base- station.: (access point) of its packet. arrival rate and connection duration time 

10 2320. Once.an acknowledgment (ACK) 2324 and transmit permit 2328 are received from the base station, the remote 
sends the first packet 2330 in the/tiprieslot specified by the transmit permit. Tha base station will continue to provide 
the remote with transmit permits 2328 until ^he connection duration t inn e is over 2332. Onty.one^access request is 
required for.the entire duration of the connection. . - _ ' „ 4 

[0032] In contrast, when a packet.arrives at a rerriote with an empty buffer queue 2310 from a bursty source 2314,- 
i.e. a source with a highly discontinuous rate of flow of packets or other, data, the remote nnakes an access request in 
contention mode 2350 via the uplink request access (RA) channel, which consists of multiple reservation mini slots. 
The access request from a remote includes the remote's identity, which has been assigned at call setup or call handoff.. 
When the base, station successfully receive.s a transmit request from a .remote,- it updates ,thc corresponding entry-in 
the .Request Table to indicate ^that the remote with that jdentity has packets to transmit and then broadcasts an ac- 

20 . knowledgment.over the down I ink channel. The remote waits lo receive the ACK 2354 and. a transmit permit 2358. At 
the, time of .packet transmission, the remote determines, if there are additional packets reniaining in its queue 2362.. jf 
there are none, the packet is sent normally 2366. However, if there are; additional packets awaiting .transmission 2362, 
the i emote piggybacksra. bandwidth reservatiori request -for the next packet onto, the current packet when it is sent 
2370. This piggybacking serves as a contentipri-free reservation request, thus only packets arriving ata remote with 

2S an empty buffer ^trigger a ;remote to send an access request. ^ -.^ 

[0033] i Described.herein: in conjunction with.Flgs. 3 - 9D, are illustrative examples of the frarrie formats for a medium 
acGess:controt (MAC) schenne.for an Inter net access systenn according the principals of the present invention, including 
extensions.forfrequency^division half-duplex (FDHD) mode and frequency division full-duplex (FDFD) mpde. The On- 
Demand; Multiple Access Fair-Queuing (ODMAFQ) scheme described in conjunction- with Fig.. 23 canjhereifore be used 

30 to provide -net work controLin both frequency division half-duplex and-full<iuplex modes. It-is to be understood that the 
frame fonmats.presented'are examples only.* and that other frame formats knpwn to one of ordinary skill in the art of 
the .invention and suitable. for. wireJess transmission are" contemplated by the Inventor. 

[0034]- In both FDHD and FDFD modes, the access point (AP) transmits to the jempte hosts at a downlink. frequency 
fl while the remote nodes transmit to the AP at an: uplink frequency f2. Figs. 3 and 4 show the downlink and uplink 
35 frame structure, respectively for the FDHD:case. Note that the length of downlink and uplink transmission times need 
not. be:the same. For example, if traffic characterization indicates that, a 4:1 ratio of downlink to uplink transmission 
time-(dovyni ink transmission being longer than uplink transmission)' is optimal,: then optimal. performance will generally 
be seen with the allocation of .a downlink -frame size of 4x ms and an uplink^JramerSize of x ms. ( , 

[0035] . 'As seen in Fig. 3, the downtinkjrame: for the; FDHD scheme ofithe invention may include physical layer over- 
do head,.such as some combination of guard-and/or preamble bits 310. (which may be used as synchronizing bits), a 
mediumvaccess control (MAC) header 312, various.control messages such as certain types of beacon messages 314, 
transmit permits 320, minislot information for the next uplinkframe 350, and transmit schedules 322, acknowledgments 
(ACKs) for the reservation of minis lotsJn previous uplink frame 330, acknowledgments for the data sent in the previous 
uplink frame' 340,vbroadcast/multicast data messages 360, unicast data messages 380, and a-frame check sequence 
45 (PCS) 355 foi' each preceding data message. Not all fields and messages are necessarily found in each downlink 
frame; For example, a downlink frame may consist of just the transmit permits, acknowledgments for reservation min- 
islots, and unicast messages. . ■ . , . • . . 

[0036] Some control messages are preferably part of the broadcast message 360, which may include such things 
as load metric, information about .reservation ministots, flow control information, acknowledgments, and power m.an- 

so agement parameters. The load metric information can be as simple as the number of remote nodes registered with 
the AP, or may be more sophisticated, such as the equivalent number of active remote nodes: The load metric can be 
used for admission control and load-balancing among APs: The minislots information describes the npmber of reser- 
vation minislots present in the next uplink frame, if any, and their locations. The flow contrcol information contains the 
connection cookie (identity) and an Xon/Xoff indication. , . L . .. ; * , 

55 [0037] ' The acknowledgment 340 for uplink.unicast trafftc.can.be as simple as acknowledgment bits that are pail' of 
the broadcast message, -Of may be more sophisticated,, such, as separate unicast .messages which specify 1he,con- 
nebtion identity and the sequence number of the message to be acknowledged. In the forjner case, if the uplink trans- 
rfiissioni uses a frameistructure with N fixed basio slots, then at most only N acknowledgment. bits are needeid;.F.or the 
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latter case, it is necessary tor each message to have a separate frame check sequence (FGS). Note that, due to the 
"hidden terminal- problem." all the frames transmitted need to be acknowledged. ' • • 

[0038]* 'The data slots 380 include transmissions from multiple remote nodes: The'transmiission from each remote 
node includes guard bits, preamble bits, frame control bits, acknowledgments, and/or data messages; One of the frame 
5 control bits is a "more" bit that is- used to'ihdicate that the remote node has more data to transmit. Alternatively; the 
number of remaining bytes or number of fixed size packets left to be transmitted iiiay be particularly specified, rather 
than just through use of a "more" bit.- • ■ . - • . , 

[0039] As seen in Fig. 4, the FDHD uplink frame generally will consist of a contention period"410 and a contention- 
free period 415/ The contention period 410 includes one or more contention slots, each of- which can be either a 

TO contention data islot 420 or a contention reservsSion slot 422! The contention 4fee period 415 consists of acknowledg-- 
ments 440 for previous down link'datas lots and multiple ddta slots 480''and 486.=lf desirable, these contention slots 420' 
and 422 may be spread uniformly across the whole frame rather thart clustered together Each contention resen/ation . 
slot 422 may be further subdivided into k subslots 430. called resen/atidn rtiihislots. Each minislot 430 iB long enough ' 
to contain the identity of a remote node, generally around 30 bytes; Contention slots 420 may be utilized as datasfots : 

IS for transmitting small data p^ckets7*The contention'-free peri6d^41 5 may include pure ACK frames 440^ pure data frames . ■ 
480 ; and/or combination frames 486 having both data ^488 and AGK 490 portions: ■ ' - — ;c . - „ 

[0040] * ' The number of minislots 430 may be^dynanriically'Changed>lf , foi- examples, there are k minislots in a contention" 
reservation -slot -422 and N -total cdritention slots, N1>of which are -reservation -slots 422-Contarning-a totafe of NT*k.* 
minislots*;- then the remaining (N-N1) sibts'are curreritly cbntehtion data slots. If there are^a minimum^ahdJmaximum . 

20 n'cimber of reservation minislots desired for the system, the number of available reservation minisfc>td can be dynamically- 
changed based on 'the 'percentage of idle minislots and the total uplink queue length. Several methods for dynamically 
changing the 'liumber of minislots are described later in conjunction with Figs:*1 2A-1 2D". - • '"^ . . • ' . <- :. o \ : ^- - 

[0041] In order t6 assign different priorities to fhe'remote nodes attettipting to g&ih access -to: the. system-; the := : 
N1 * k miriislbts (where Nl-is-the nuhnb6r of contention reservation slots) may be divided^ into -various -groups. Por * 

25 example, a group of remote nodes with MAC addresses within a certaih-ranQe may only^be allowedito randomly access: -'^ . * ^ 
up'to M2' minislots (where < M-,)', whereas a higher priority group of remote nodes with MAC .addresses wTtNiVj - ^ 
another range may be allowed to randoinly access up to M^ minislots. Alternatively, priority^^c lasses *^may Be assigned ^ - k 

to nodes based on "connection identity- rather than MAC address. A priority assignment feature could be-particulariy. '^--^ 
useful." for example, for emergency-response organizations", such as hospital or police staff; and could be;-achieved. = 3 

30 through the provision of wireless nriodems; that have a- higher priority^ of 'access than regular . wireless modems. This. . ^ 

' feature'could also be sold as a service felass to'customers who are. willing to pay more for ar higher access priority. . .^'^ ^ 

[0042] As depicted in Fig. 5. uplink'frames 502 and 512 in-Frequ6ncy. Division Full-Duplex. (FDFD) mode are^synr* ;^ 
chronized with the downlink frames 562 and 572; As seen in F-ig. tS',^'Up link frames 502'aVe shown as-viewed from-We : - 
wireless hnodem,- uplink frames 5V2 are shown as viewed from the AR downlink frames 562 are showrvas viewed from ^ 

35 the-AP. and downlink frames 572 are shown as viewed from the wireless modem. In Fig. 5, .the AP has previously sent t - y^ ^ 

downlink firame n to the* wireless modem, which has received it after a propagation delay Tp. In response, after end^^ *^ 
system processing time* T(.pe. the wireless"modem sends uplink- frame n 504, which is received 514 by the: AP at 
propagation delay Tp 520 later. Meanwhile/ the;AP has already begun transmission of downlink frame n+1 564.-/r • :- 
[0043] An order.fbr there to be^ enough time for the modems at the respective- remote nodes to act on inforhnaticn^n , 

40 the transmit permits (for example, after receipt of dbwnlink.f rame n.-in the immediately followingojplink frame); an offset - 
of 0„ uplink transhriission time' is specified, where the end system processing time, T^p^ 550, in a:wireles6 modem is \ 
assumed to be smaller than Oy. Uplink frame n+1 506<from'the wireless hode^therefore'begins at an 0^ transmission - 
timiB after receiptat the-hdde of the lastibit of the (n+1^st downlink frame 574 from the :AP.;The offset; Oy, and frame, 
duratidnv* ftj, sih'ould be chosen so that^the-modems receive arid process the.feedback of 1he contention? slots, such as 

45 the transmit perrtiits 'received from the previous downlink frame,- before. the beginning of the next* uplink frame. The 
f raitie size, /d,-is such that /d > 2Tp-+ T^p +Ttpe +Tr, where Tp 520 isthe propagation delay T^p 540 is the AP processing ' 
time. Tgpg 550 is the end system processing time. T p, 530 is the transmit permit transmission time; and 2 T^p^. - . , 
[0044] Therefore; in Fig: 5, the AP is already transmitting downlink frame n+l 564 when the wireless modem begins ] 
transmission of 'upiink^ frame n 504. The wireless modem is already receiving'514 downlink frame n-h1 at the time it 

50 begins sending uplink frame n 504. The'AP'receives 544 uplink frame n at a time Tr 530>+ T^p 540sbefore it. begins - 
transmission of downlink frame n+2 566; which is received 576 at propagation delay Tp. 520- later by the wireless ; 
modem. The Wireless modem transmits uplink frame n+1 506 'at end system processing time T'^p© 550 later, andit-is 
received' 51 6 at the AP afteY propagation delay T p 520.' Similar synchronization occurs for the transmission 508 and. 
receipt 518 of uplink frame n+2 and the transmission 568 and receipt 57& of 'down link frame n+3. ii-hr' 

55 [0045} The basic downlink' MAC frame structure is a frame composed of several subframes. A super-frame made j > 
up of an integral number of frames can also be defined. The duration of a frame depends on the actual physical 
transmission rate, for example it might be fixed at 2 ms, and the number of subframes^containedMn a.frame can be- 
varied.'lf^thereare no stringent delay requirements.-.then the subframes can b a of variable: lengths. Otherwise, 'to. meet- 
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the stringent delay, requirements of certain sources, it is better to divide each frame into a synchronous transfer region 
(STR) and an asynchronous transfer region (ATR), so that those sources with such delay requirements can receive a 
fixed bandwidth during each frame Each of the regions may be further subdivided into basic slots. 
[0046] Fig. 6A is an illustration of an embodiment of the frame format of a general MAC layer downlink broadcast 

s sub-frame according to the^present invention. This example MAC frame has a 17-byte MAC header 620. a frame body 
622, and a 2- or 4-byte f ranne check sequence (FCS) 624, as well as Physical Layer Overhead 601 (guard and preamble 
bits). The MAC header 620 typically contains at least frame control bits, source and destination MAC addresses, and 
frame duration. The MAC header embodiment of Fig. 6A includes a one-byte frame control (FC) field 602, a 2-byte 
frame duration field 630, a 6-byte source MAC address 632, a 6-byte destination MAC address 634, and a 2-byte 

10 sequence control field 636 further subdivided into a 1 2-bit sequence number and a 4-bit fragment number Obviously, 
any other MAC format would be suitable, depending on the type of handpffs required. The frame format will preferably 
be implemented in whatever manner makes the system most efficient. 

[0047] The one-byte frame control field 602 of the embodiment of Fig. 6A includes a 2-bit protocol version identifier 
604, a one-bit "more fragment" indication 606, a one-bit "retransmission" indication 608, a one-bit Xon/Xoff signal 616, 
75 a one-bit encryption on/off flag (WEP) 61 4, a one-bit "more data" indication 612, and a one-bit flag for power mahage- 
ment on/off eiO. If all these fields are not needed, any remaining bits may be reserved for future use. Other implemen- 
tations are of course feasible and contemplated by, the inventor. 

[0048] A broadcast or rnulticast downlink frame format according to the present invention is depicted in Fig. 6B. In 
the particular embodiment of Fig. 6B, the frame body 622 contains a beacon message 640, acknowledgments for 

20 previous uplink reservation minislots.626, transmit permits 650, transmit schedules 660, a broadcast/multicast message 
670, and acknowledgments for previous uplink data 628. The frame body 622 is followed by a frame check sequence 
624 and preceded by a MAC header 620 comprised-of a one-byte frame control (FC) field 602, a 2-byte frame duration 
fiel.d-630; a 6-byte source MAC address 632, a 6-byte destinatipn MAC address 634, and a 2-byte sequence control 
field 636: ' - - ■ . . . . - . . 

25 [0049]. Fig.:^6C depicts .the format of the beacon message 640 of Fig. 6B (314, Fig. 3). The beacon message body 
641 generally contains a message length field, the AP identity (referred to as ESS-I D and BSS-ID in Institute of Electrical 
and-Electronics Engineers (IEEE) standard 802. 11 ), the transmit power level, beacon interval, a timestamp, load metric, 
an optional FCS, . and capability inforrnation. -Beacon message capability information rriay include such information as 
the FDFD/FDHD option, the rnaximum number of admitted users, the maximum paylqad size, security option (such as 

30 whether encryption is being used or what encryption formats are supported), maximum number of retransmissions, 
ratio of downlink/uplink transmission time, uplink frame size, size of minislot. Quality of Service (QoS) feature^, etc.. 
Load .metric information, if present, generally contains the number of associated remote ncxies. The beacon message 
body 641 .is preceded by type 642 "Control" and subtype 644 "Beacon" fields. , . 

[0050] Fig. 60 depicts the transmit permit format 650 (320, Fig;^3) of the embodiment of Fig. 6B. The transmit permit 

35 body 651 is preceded by typ.e 652 "Controt" and subtype 654 "Transmit Permit" fields. In this embodiment, the transmit 
permit bcx^y 651 contains a message length indicator 655 plus a number of transmit permits 656. Each 3- byte transmit 
permit 656 contains identity of the remote node or connection $57. the start time or slot 658, and the duration that 
the rernote node or connection is allowed to transmit 659 (end slot). In the example depicted,. the, Message Length 655 
iS:6 bytes, meaning there are two transmit permits. 656 following. The first transmit permit 656 is for remote node 657 

40 #3, which may start transnriission at start slot 658 #1 and may transmit through end slot 659 # 2. The secondjransmit 
perrpiit 656 is for remote node 657 #5, which may start transmission at start slot 658 #3 and may transmit through end 
slot ,659 # 5. Different "Type" and "Subtype" labels may be used for the transmit permits of those wireless rnodems to 
which the AP sends both downlink unicast data and transmit permits. Subframes combining transmit permits and. 
schedules are, preferably sent after the pure transmit permits and before any pure transmit schedules. ^y. 

45 [0051] ->Fig. ,6E depicts the transmit schedule format of the embodiment of Fig. 6B. The optional transmit schedules 
661 (322, ,Fig. 3) allow remote nodes or connections that are associated with the AP to power down if no more data is 
scheduled to be sent to them. The transmit schedule body 661- i? preceded by type 662 "Control" and subtype 664 
"Transmit Schedule" fields. The transmit schedules ,661 can take one of two forms. The first form is simple, e.g. a 
bitmap haying a '1 " to indicate the presence of unicast data for that remote node or connection, so that, for exarnple. 

so -01 1 00000001 0" would indicate that the frame contains unicast data for the second, third, and eleventh of twelve remote' 
nodes. The second possible form is more sophisticated, containing, for example, a remote node or connection ID, the 
start time, and the duration that the node is allowed to transmit (the same as the data contained in a transmit permit). 
[0052] Fig. 6F depicts the broadcast or multicast pay load format 670 (360, Fig. 3) of the embodiment of Fig. 68. The 
pay load body 671 can contain a wide variety of data messages or control information and is preceded by a type field 

55 672 and a subtype field 674. These fields will. vary according to the content of the payload body 671 , for example if the 
payload body 671 contains the number of contention minislots and their positions, the type 672 is/Coritrql" and the 
subtypB 674 is "Contention Minislot Information," whereas if the payload body 671* contains a broadcast message from 
a wkeless hub.-type 672 will be ?Oata" and subtype 674 will also be "Data." : ^ - - , . : - 



10 



BNSDOCID: <EP 0910176A2J_> 



.1 / 

EP 0 910 176 A2 

[0053] Fig!' 7A depicts an example embodiment of a frame format of a downlink un least sub-frame 700 according to 
the present invention. Examples of unicast subframes are control messages, such as association response frames 
and flow control request f ranfies. and data messages, with acknowledgments and/or "fnore data" information. The "rnore 
data" information can be as simpie'as one bit In the Frame Control 702 subfield of the MAC header or may be more ' 

5 particularly expressed as thenumber of remaining bytes to be trainsmitted! The example down link' unicast subframe 
700 depicted in Fig. 7 A has a MAC header 701 having a one-byte Frame Coritrol subfield 702, a 2-byte Frame* Duration 
field 704, a 6-byte Source MAC Address 706, a 6-byte Destination MAC Address 708, and a 2-byte Sequence Control 
field 7 1 0. The remainder of the downlink unicast subframe 700 is comprised of the unicast data body 720 and a f rarfie 
check sequence ("FCS) 7r2. . , ' * 

10 [0054] Fig. 7B depicts an'example embodirhent of a flow control frarne fdrmat-for a downlink unicast data sub-frame - 
according to the present invention. In the particular embodiment of Fig. 7B,' the unicast data body 720 has a-Type'field 
722 "Control" and Subtype field 724 "Flow Control", followed by a Connection Identity (CC) field 726. Data 'field 730 • 
follows,' containing an Xdn/Xoff bit. ' ■ • ^ • * - - ? : . • * *'/ 

[0055] Fig. 7C depictsan exanhple enribodiment of a data frame format for a downlink unicast 'data subframe according 

15 to the present'inventibn. In the embodiment of -Fig. 7C, 'unicast data' body 720'contains'^one or more bf the ■following - 
fields: Data 744, ACK 746 and " More Data" 748. If present, More Data'fi'eid748 can be as simple'as a 1-bitflag or may 
give the remaining number of bytes. ACK field 746, if present, may take the form of a sequence number or a bitmap. - 
Data body 720 siarTs with a* Type 'field 740 "Data" and a Subtype fie^id 742 that can have the values "Data";' "Data 
ACK^ "Data + ACK 4^ More",' or "ACKVdepehding on the (Composition of the'^ : ' . j^r ; 

20 [0056] If- there is only one connection per wireless moderifi," then unicast sub-frames may be concatenated iso that 
they are attached to the' back of a broadcast subframe without the cost of source MAC address field- overhead, as" 
shown in Fig." 7D. The frame of Fig. 7D is comprised of a unicast sUbf rame 700 concateriated with a broadcast subframe v 
750. Broadcast subframe 750 is comprised of a 6-byte Source MAC Address 752/a 6-byte • Destination MAG Address • 
754, a one-byte Frame Control subfield 756, a 2-byte Frame Duration field 758, a 2-byte Sequence Control field 760,'^ 

25 a Broadcdisf data field 762; and a frame check sequence (FCS) 764. Unicast subframe 700* is comprised of'a 6'-byte^: 
Destination MAC Address 708.- a one-byte Frame Control subfield 702, a 2-bytia Frame DUration fieId'704f a 2-byte 
Sequence'Control field'710, Type field 722,' Subtype field 724, 'Connection Identity 726, data field 730r an& a frame 
check sequence (FCS) 71 2. Frame Control fielcJ 702 in the unicast subframe 700 is* optional; generally being irlcluded 
if the bits in the Frame Cohtrorfield can beexjaected to change frequently. If 'the Frame' Control field of the unicast 

30 subframe can be expected to be relatively static, it wiil frequently be omitted except' on the specific occasions it is- 
required.- ' ' ' ' * " ' ' ^ * ' ' ' ' '^ - ' . ■ * . : ^- v ^ . 

[0057] For syhchronization* purposes.-the 'AP may schedule the downlink broadcast and unicast subframes in such 
a way that the total broadcast and unicast'subframe transmission tirrie falls with'fn an x ms frame structured ^Wh'ere x is 
generally 2 rTis. However, for uplink transmissiori,' uplink communication from the wireless modem is in burst mode-and ' 

35 subject to collision in any case where hnore than one" modem transmits- in a given time window. Such a collision can ' 
be detected only at the AR Each transmission burst'also necessarily involves some physical layei' overhead. ^ * - * 
[0058] To accommodate these factors, as shown in Fig. 8A', a frame structure has been defined for uplink transnnission 
which allows for better' synchronization while providing the ability to achieve stringent delay requirements for synchro-' 
nous traffic. Each uplink frame is of duration x ms, with a 2'ms frame bbihg used in the example presented. Eaich x rins 

40 frame is subdivided into a MAC header 808, a synchronous' triansfer region (STR) 810. and an asynchronous transfer ' 
region (ATR) 812. The synchronous transfer region 81 0 includes data slots for carrying synchronous CBR-like'constant 
bit rate traffic: Each synchronous data slot in the STR'810 of the exampre embodiment of Pig. 8A is 27 bytes long-with 
a 16-byte pay load field. ' ' • ^ ' -„ •.*:;• . , ^ , 

[0059] As shown in Fig. 8B, the asynchronous transfer region 81 2'is divided into N basic slots, with each basic slot • 

45 being equivalent to a data slot for trahsm'lning a fixed-size packet; for example, an asynchronous transfer mode (ATM)"*; 
cell. Each basic slot can be a contention reservation slot 820; in which case it is further subdivided into k minislots 822.^' 
For example, a contention reservation stet 820 might consist of 63 bytes -with' -each rhinislot 822 being 15 bytes. Basic 
slots can also be contention data slots' 824 or- reserved data slots 826. * * ■ , . , 

[0060] Each "uplink frame in the present example has at least C contention slots available for pure contention. Out 

50 of these C contention slots, are converted into reservation minisldts lor bandwidth reservations'. The rest of the C * 
- contention slots are data contention slots 824 used* for transmitting short bursty messages-that do not need a' 
reservation.' C and N-t can be varying. The AP may convert unused contention data slots 824 into additional reservation * 
minislots 822. As previously discussed, the number of reservation minislots 822 can be fixed or may be dynam'ically"* 
varying. The reservatibh'nriinislots can also be clustered in a portion of the'frame or spread throughout the frame. The 

55 AP broadcasts the number of contention slots available, the number of 'reservatibn minislots, and their positions in the 
riext uplink frame iri its 'preceding downlink frame. . - ^ - ' . . . . 

[0061]'^ "The reserved data' slots 826 in Fig.'SB are meant either for fi)^ed pfot6col data units (PDUs). such^as ATM' 
PDUs, or for variable length PDUs. The transrriissioh burst for an ATM PDU includes a 53-byte ATM ceil;'a MAC header, y 
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and the physical layer header. One reserved data slot 826 is allocated for the transmission of each ATM PDU.' The 
transmission borstfor variable length (VL) PDlis includes a variable length payload, plus the same overhead as required 
for an ATM PDU. For variable length PDUs, it is desirable to minimize segmentation, so each AP- allocates as many 
contiguous reserved data slots 826 for VL PDUs as possible.^ 

5 [0062] Since contention is wasteful,- there will ideally be a field in the reserved transmission burst for requesting 
additional reserved data slots without going through contention. When a scheduling discipline that makes use of queue 
length infomnation (e.g., a self-clocked fair queuing discipline) is used, the next packet size or the number of remaining 
packets of.fixed size is specified in order to reserve bandwidth for future data transmissions from that source. When 
a First Come-First Serve or Round Robin queuing discipline is used, then the "more" bit in the frame control field of 

10 the MAC header nnay be utilized for the same purpose. . . 

[0063] In an uplink frame, constant bit rate transmission, if any, is in a fixed synchronous transfer region (STR) slot 
position determined at connection set-up tirne.. For new asynchronous transnnissions. the wireless node modem selects 
one of the available contention minislotsB22 randomly, and requests bandwidth for ATMA/L bursts to be sent in a 
subsequent frame. A "new" asynchronous .transmission is defined as the arrival of new packets to a connection with 

IS an ennpty queue. The AP then identifies collisions and notifies the wireless modems of the collision/success status of 
their reservation requests via the reservation minislot acknowledgment fields in the next downlink frame. A typical 
uplink franne-js shown in Fig. 8C, ir)cluding reservation minislots 822, ACKs 832 for data received in the previous 
downlink: frame, , and uplink reserved data fields 826. The AP schedules the ATMA/L slots for the next uplink -frame 
according to the dictates olXhe service (queuing) disciplirie that has been implemented. This information is sent to the 

20 moderns at the femote nodes via the downlink frame in the transmit permits and schedules (not shown, refer to Fig. 3). 
[0064] r fFig, 9D depicts an example frame format for the uplink frame reservation minislot 822 of Fig. 8C, The frame 
has a small MAC header 840 that^contains only a Source MAC Address and a 2-byte Sequence Control field, followed 
by a Gpqn.ectjon Identity (CC) -field 842 and a Frame Check Seque^nce (FCS) 844. 

[0065] Fig. 8E depicts an example frame format for a pure acknowledgment uplink frame. In this format, a full MAC 
25 header 848 is followed^by aType field 850 "Data" and a Subtype field 852 "ACK",.a Connection Identity (CC) field 854, 
a Sequence, NumberTAGK f>eld 856, and an FCS 858. 

[0066] , Fig. 8F depicts ari example frame format for a pure data uplink unicast frame. In this format, a full MAC header 
860 is followed by a Type field 862 "Data" and a Subtype field .854 "Data", a.Connection Identity (CC) field 854, a data 
field 866, . and ^n. PCS 858. Fig. 8G depicts an examp<e frame format for a combined acknowledgment and data uplink . 

30 frame. In this format! a full MAC header 870 is followed by a Type field 872 "Data" and a Subtype field 874 "Data + 
AQK". a Connection Identity (CC) field 854, a data field 876, a Sequence Number ACK field 878. and an PCS 858. 
Fig. 8H depicts an example frame format for a combined acknowledgment, data, and "more" uplink frarne. In this format, 
a full MAC header 880 is followed by a Type field 882 "Data" and a Subtype field 884 "Data + ACK + More"„a Connection 
Identity (CC) field.854, a data field 886oa Sequence Number ACK field 888, a More Data field 890 and an FCS 858. 

35 [0067] The above described embodiments adapt the IEEE 802. 1 4 standard to provide special messages for imple- 
mentation of access control and admission of the remote nodes into the network. As a specific example, a systerri.with 
uplink bandwidth 2.56 Mbps has a ramp up tjrne 4 us, preamble of 32 symbols (25.0 us assuming QPSK), and'tum- 
off:time 4 os. These parameters lead to the requirements of- a guard time of 20 bits at each end of a physical layer 
PDU and a preamble of 64 bits. In this system^, a 2 ms uplink frame corresponds to 640 bytes.. Assuming that.the frame . 

40 consists of both an STR and an ATR and that each basic slot in the STR is 27 bytes long, then a frame with one STR 
slot can also have, for example, 10 reservation minislots (with each basic slot being converted to 5 reservation minis- 
lots), 2 data contention slots, and 5 reserved data slots for ATM PDUs or VL PDUs. 

[0068] ^ As-illustrated in Fig. 1 1 , a downlink broadcast/multicast message may be used for paging request messages: 
The paging request andiassopiated response messages are designed to enable a PC on a wired network to call another 

45 PC over the wireless network. Paging request messages are- useful for alerting a wireless modem that a wired host or 
ariother wireless modem is interested in communicating with it. The wireless modem whose ID is contained in a received 
paging request message responds with;a paging response message, as well as with a connection request. if there is 
currently ao connection between the wtrejess modem and the Access Point. Paging capability requires a location 
server,, which :may .be co-located with,a PPP server. if desired. The method would normally be used: when the PC 

50 accessed via the wireless network h^s no IP address through which it nnay be more efficiently accessed. . 

[0069], As illustrated ir^Fig. 11. in order to allow PG2 11 02 to initiate a call to PCI 1104 which is attached to a wireless 
modem IIO61. a paging request message is defined. , The initiating PC (PC2)..1102 sends a Cat Unit iate. message 1110 
to a location/PPP server 1112 which identifies the home registration server 1116. The home registration server 1116 
then identifies the proper WH/IWF and relays 1 1 1 8 the Calljnitiate message to the AP 1120, Next, the AP 11 20 sends 

55 a paging request 1130 to the wireless modem 1106 \A/ith which^PCI 1,104 is associated. Finally, the wireless modem 
1106 relays 1132the Calljnitiate message to PCI 1104, . * ; ■ 

[0070] . • To accept the call PCI .1 1 04 sepds a CaJLAccept message.: 11 40 to the wireless modem =1 1 06, simuttanepusly 
with a Connecti-Request 'message.. The vyirel ess modem, 1106 then;Sends a paging response. 1142 to. the AR,1120. 
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which relays 1f44'the message to the WH/IWF 1116. The wireless modem 1106 also relays the Connect_Request 
message to the AP 1120, which similarly relays it to the WH/IWF 1116. The WH/lWF 1116 sends a Connect_Reply 
message 1145 to PCI 1104 and then relays a Call_Accept message 1146 back to the focation server'm2. Finally, the 
location server 1112 relays 1148 the CalLAccept message to PC2 1102. 

5 [0071] The ODMAFQ scheme is capable of providing priority access within the sahrie message stream from each 
user. Priority access will generally give important control messages a higher "priority than data messages. ■ Some im- 
portant control messages which might be transmitted by a wireless modem in a rese"fvation slot include: (a)' Association., 
Request, for requesting association of the wireless modem with an Access Point, (b)'Connect Request.-for requesting 
a connection set-up, (c) Paging Response, for responding to a Paging Request.'and (d) Bandwidth Request, for re- 

10 questing bandwidth allocation after having been silent for a while. The various types of possible messages'may also 
be assigned correspondingly different priorities for diff eririg Qualities of Sen/ice. In general, Association Request, Con- 
nect Request, and Paging Response messages would be' expected to have a higher priority than data messages. As 
an example. if1he service"" provider wishes to admit* more users. Bandwidth Request messages should then be given 
lower priority than Connect Request and Paging Resp^onse message's, allowing for faster connection set-ups. Among 

is data messages, voice signals" carried over RTP/UDP packets, for exarhple, would generally be given higher priority 
than tcp/ip data packets. " ' *' * - ' . ^ 

[0072]- ' A fragmentation/reassembly mechanism has been defiried in order to allow for f ragmentYetransmission. The 
AP and wireless modem will generally fragment the MAC layer sen/ice" data unit (SDU) If it exceeds the'nnaxinnum - 
payload size or if it exceeds the remaining space available in'a downlink or uplink frame-. Altematively. a fragmentation 

20 threshold may be defined beyond which the MAC SDU will be fragmented- Each fragment has- a sequence control ' 
field. All fragments belonging to the same SDU carry the same 12-bit sequence number,' but are assigned different^" 
fragment numbers. A "More Fragment" bit in the frarrie control field is then set for all fragmehts Except the 'last, indicating ' 
that there are additional fragments still to follow- The fragments are then sent in order of lowest to highest fragnhent^' 
number. • • ' ' ■ ' * ' , ' • ^ . : . 

25 [0073] To meet the ih-sequerice delivery requirement, both the AP and the wireless^ modem -make sure that all the.*^' 
fragments of the same SDU are transmitted before a new SDU is transmitted. Only those fragments that are lost'are;* 
retransmitted. To prevent endless transmission delay (with concomitant 'fra'nsmissibri backlog), 'a particular source^ 
(wireless' modem or AP), maintains a MAC SDU transmission timer which is started the moment a MAC SDU is passed-* 
to the MAC layer. When the'timer exceeds the pre-established MAC SDU lifetime.' all remaining fragments will be'*' 

30 discarded by the source, and no attempt is made to'complete the' transmission of the MAiC SDU. - ' - t 

[0074]- To prevent endless waiting for permanently los'i fragments, the! destination station reconstructs the MAC SDU ^' 
by combining the fragments in order of the fragment number of the sequence control field. If the destination station / 
receives a fragment with the "more fragment" bit set, it knows that it^has not yet received a complete MAC SDU. As* 
soon -as the destination station receives a fragment having a 'clear'"nhore fragment" bit, it- will reassemble the MAC^. 

35 SDU and pass' it to' a higher layer ' ' - ' • " ; 

[0075] The destination 'station (such as a wireless modem or AP) maintains a receive MAC- SDU timer which is • 
initiated upon receiving the first fragment of a- MAC SDU. The destination station should preferably have at least 3 
timers for receiving three MAC SDUs simultaneously. The destination station thert-discards all received fragnients of- 
any MAC SDU for which a receive timer is not rhaintained." When the receive MAC SDU timer exceeds the pre-dstab- ' 

40 lished receive MAC SDU life time, all fragments will be discarded. If additional fragments are received after the receive 
MAC SDU timer expires, the fragments are acknowledged and then discarded. The destination station also discards ' 
any duplicate fragment received, but still sends an acknowledgment in response! - * ' - 

[0076] The MAC protocol operation in the multiple access scheme includes the following steps: Uplink transmission • 
power level establishment, uplink'initial contention, uplink conflict resolution, uplink bandvi/idth allocation,-' AP downlink 

45 bandwidth allocation, cohtentibii status notification via the downlink control field, and scheduling of uplink transmissions 
via transmit permits. In particular, for constant rate traffic, each mbderri informs the AP of the packet arrival rate during : 
connection setup, in order that bhiy one access request is required for the whole duration ot the connection. . 
[0077] The overall ODMAFQ MAC protocol operation is illustrated in the flowcharts of Figs. 1 3A and B. As seen from 
a remote host. Fig. 1 3A, after establishment of the power level for uplinktransmission 1 31 0, the remote hosts participate 

50 in uplink initial contention 1 315 during which each remote with packets to send requests access to the AP If some of 
these access requests collide 1320, in that'they are submitted in the same reservation minislot, the colliding remote, 
hosts participate in uplink conflict resolution 1325. Otherwise; the AP proceeds to allocate" uplink bandwidth 1330 * 
among the remote hosts requesting access, followed by allocation of bandwidth for its own downlink transmission 
1 335! Each remote host waits to receive a transmit'permit 1 337 during a subsequent downlink transmission and. upon ' 

55 receiving one] transmits a waiting packet from its queue. If the queue at a remote is not then empty 1 338, the rennote 
returns to waiting for additional transmit permits 1 337, otherwise 'it waits for- new packets to arrive . 1 339. • ■ ■ '* 
[0078] As illustrated in-Fig.'13B; the AP rhonitors' activity in the received contention reservation slots 1360. Whfeh it- 
received a successful access request 1365; the AP sends reservation acknowledgments- (ACKs) 1370 and adds the 
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newly successful remotes to the, scheduled list 1375. Whether or not there have been new successful access requests 
1 365. the AP alsq.monitors the uplink datasiots 1 380 as long as the scheduled list is not empty and when, it receives 
a successfully transmitted packet 1 385. it replies with a data ACK 1 390. The AP then schedules its downlink packets 
1340, schedules the uplink transmissions 1345 of the successfully contending remote hosts, issues the associated 
5 transmit per<nits 1 350, and then transmits downlink data packets 1355, after. which it returns to monitoring activity in 
the contention reservation slots 1 360. - ; . 

[0079] It-may be desirable to allow for an optional channel holding feature whereby each queue can. remain empty 
for a short while without the Access Point releasing ihe bandwidth reservation. This allows high priority-users to remain 
in the base station's reserved bandwidth list for an allotted amount of time before it is released, encouraging low. latency 

. 10 of real-time packets (i.e. little or no delay for packets of time-sensitive data such as voice communications) by avoiding 
all the setup signaling rriessaging required for channel reservation. Utilizing this feature, when a queue is empty a 
timer is triggered at the wireless modem. As long as.new packets arrive at the wireless modem before this timer expires, 
the wireless modem does not.need to make a new access request. At the AR if this feature is tumed on, then the AP 
will still albcate a transmit permit for one data siot to this particular wireless modem.every alternate uplink frame, even 

15 if the last- uplink data transniission from, the wireless rnodem has indicated that the queue is empty The AP will also 
start a timer. When the timer expires and the AP has not received new packets from that wireless modem, then the 
AP will remove. the wireless nr»pdem;from the reserved bandwidth list. This channel holding feature is particularly useful 
if the bandwidth reservation process rtakes a while to complete, allowing low latency for real-time packets that, while 
not arriving back-tp-back, are not-so far apart as to warrant a separate bandwidth, reservation request via contention 

20 for each datapacket. However;. for bursty sources that do not rieed this channel holding feature, when a packet arrives 
tojfind on empty buffer,.the modem will still send an access request to the AP via one of. the contention minislots. 
[0080] , .As Jllustrated. in, Fig. 17, thei uplink^ power level for data transmission between the base station and several 
remote.hosts in ;a wireless netvyork employing ODMAFQ may be established during the initial access request message 
of^the- remote host.- The method- used is sinriilar to that used for Code Division Multiple Access. (CDMA) International 

25 Standai*d IS95 Channel Power Control, If, the uplink transmission power level between a particular remote host and 
the AP has been, stored at a previous time 1710; the stored level is used for uplink data t rati smiss ton 1715. Otherwise, 
the remote host :f I rst transmits a shortponnection request message at an initial power level that is set relative to the 
nominal open loop, power level 1720; If the rernote host's first transmission is unsuccessful and therefore no acknowl- 
edgment is received 1730 from the AP, the power level is incremented by a power increment amount which may be. 

30 predetermined 1740, the connectran request is renewed at the new power level 1750. and the steps of transmitting 
and. incrementing are repeated until.-the. trarismiss ion is successful. The power level at which transmission is finally 
successful, is then stored 1735 and .used fo.r further data transmission 1715 between that remote host and the base 
station-: ^ , , ^ 

[0081] In the preferred embodiment, uplink initial contention utilizes the following scheme. If there are M minislots 

35 available for contention in the next uplink frarne.- then an initial (first time) contention message is transmitted in accord- 
ance with the following: : - ^ fT . . • 

1 . A random number, x, is generated at the remote node modem from a uniform distribution over 1 through M, and 

40 2. The initial contention message is transnriitted in the xth minis lot Jri the next uplink frame. 

[0082] If desired, carrier sensing can also be used during initial contention. Before. transmission, the channel is 
sensed. If access priority is implemented, instead of choosing a random number between 1 and M, the wireless modem 
then chooses between.l and Ij where )| is .the threshold for users of class i, where a lower value indicates a higher 

45 priority, i.e.^ 1^^ < l^j. If, however, the contention message is not a contention reservation minislot request message, but 
rather is a contention data slot message, then the message is transmitted in the next contention data slot. 
[0083] More than two access priority classes rnay be offered. As previously discussed, the uplink frame includes 
minislots. If » for example, if there are p access priority, classes, each .class having access priority i (where a smaller 
number means a higher priority) can sjend contentions in the minislots ranging from 1 to Ij, where = N i, S I A 

50 strict usage priority can be .implemented on top of this access priority, scheme, so that when an AP receives a connection 
request that has a higher.usage priority, it can disconnect an existing connection of a lower usage priority by-sending 
a disconnect request frame to the wireless modem that supports *the connection. - - - .. 

[0084] Collision occurs in a contention slot when. two or more vyireless modems transmit in the same minislot.. Also,, 
if interference causes corruption of data in a contention slot,, the slot status is declared tp be a COLLISION. As preyiously 

55 described, there are 2 types of contention slots. in an uplink franrie: (1) a reservation slot containing minislots for band- 
width request messages, and (2) a data slot containing uplink short bursty rnessages iri contention superslots. At the 
AP, the RF energy in an uplink contention time slot is estimated. If there is no. energy present,, then th^ contention, slot 
is declared tDLE. The status of acontention slot is. declared to be SUCCESS if alljhe following hold true: .1) RF energy 
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has been detected in the slot, 2) a preainble in that slot' is not corrupted, and '3> a frame check sequence (FCS) in the 
slot indicates ho errors. The status of a contention slot is declared to be COLLISIONif RF energy has been detected 
in the slot, and at least one of the following holds trdei 'l) the preamble in that slot is corrupted or 2) a frame check 
sequence (PCS) in the slot indicates error - • ^' ' ' 

5 [0085] Fig'iBA illustrates is an embodiment of a method for access control according th an aspect of the present 
invention. N contention reservation minislots are configured in each uplink frame 1810. The N minislots are organized . 
into a plurality of 'access priority classes, each class having a different priority. The AP is configured to allow rti access • 
priority classes 1815. Each remote host of access priority class-i, randomly picks 1820 one contention minislot and- 
transmits an access request, the contention mintslot picked being in a range from 1 to Nj where < N j arid N*i=N. 

10 The base station receives 1825 the access requests'and sequentiaHy examines the received contention minislots. If' 
the minislbt currently being examiried contains an uncbllided* request 1830, the AP grants access 1835 to the remote 
host corresponding to the u'ncollided acceiss' request. If tKe' minislbt currently being 'exarhinedcontairis a collided request 
1830; the AP Will not send an A'CK, causing the affected 'remote nodfes to^perfor'm conflict resolution 1840. After the 
conflict resolution period, the AP grants access to the "winning" remote host 1845.- Mean while,' if more minislots remain 

^5 ,to be examined 1850, the AP continues to check'miriislotsfor collisions'l 830V either- granting access to successful 
requesting hosts 1835 or awaiting the'outcome of'conf I let resolution f840. "'-^ * ^ vV . - ■ 

[0086] Fig. 18B is a flowchart illustrating an alternate embbdinnent' of a method -for'iaccess control according to an ' 
aspect of the present invention, organized into a plurality of access pnbrity classes^' each 'with' a different^ 
contention reservation minislots ai^e configured in each uplinkfranm'e 1 810. The M minislbts are organized into aplu rat ity • 

20 of access pribrity classes, each class havirig a "different priority. The AP is configured to allow m access priority classes 
1 81 5. Each remote host of access prioi-ity class i and with' a stack level that equals 0,' then transmits an access request ' 
with a-^prbbabiliV Pj where P^j+'i) < Pj and P^ =^ T 1860. The base station receives 1825 the' access requests anti^l 
sequentiallyexamihes the redeived contention minislots.' II the minislot currently be in gexarnihed contains an'uncolUded: ^ 
reque'st 1830, the AP grants access 1835 to the remote host corresponding to the-uncoHide'd access; ri9(^0est. If-^tKe'" 

25 miriisiot currently being examined contains a collided request" 1 830, the AP will not*sef>d an ACK, catisihg^tHe affecteS n 
remote nodes to perform conflict resolution 1840. Aftdrrthe conflict' resolution p e nod, - the AP^g rants" fictfess' to thew 
"winning" remote host' 1845. If rriore minislots remain to be examined -1850, the AP cdntiriues to check-miriis lots for ^ 
collisions 1 830, either granting "access to successful requestihg'hdsts 1835 or awaitihgthe 'outcome of conflict resolutiorv^ ' 
1840: - ' ' ' ' • ' - • - - : " - v'--- 

30 [0087]^ IDLE. SUCCESS and COLLISION status* information is conveyed back to the wirel6^ss rfi6dems.^The~~AP 
places' the slot status inforrriation' in the downlink reservation acknowledgment field: There are three alternative pre- 
ferred confHct resolution methods that may be used.- The first method is suggested in the IEEE 802.14 standard, and 
is described along with two new methods below. Simulation results show that the second method described provides ? 
a better access delay. . . * . jn:-' 

35 [0088] - In theYrrst conflict resolution method, suggested in IEEE standard 802.14;' each wireless-node that wishes fo^ 
transmit randomly picks one of the reservation minislots. if a collision is indicated, a modem that was affected by the . ■ 
collision iretransmits based on a random binary-exponential back-oft method. This backoff method operates in accord- 
ance with 'the following: * ... - rr:. - . . , * '• t ; • 

40 1. The modem generates a random nurnber, I, uniformly distributed'between 0 and 21 - -1, where j is the number 

of collisions that the modem experienced for the packet it is attempting to transmit. If j is larger than 10, then I is 
' selected from a uniform distribution between 0 and 2''0 - 1. *• * 

'2. The modem skips the next l-rcontentioh' slot opportijnittes of the same kind (either minislot or data'contention 
45 slot), and then retransniits its' previously collided packetnn the next immediate contention slot opportunity 

[0089] The operation of this rhethod is depicted In Fig. 1 4A. A wireless node waiting to access the AP randomly pick's 
1402 a reservation minislot in which to transmit an access request. If the node is affected by a collision" 1404; the node 
generates 1408 the random number I arid skips0410 the next 1-1 contention slot opportunities of the same kind. The 

so node than retransmits 1412 the access request '^or the collided packet at the next immediate oontentiori siot opportunity 
If the node is not affected by a collision'-1404; then if the queue 6t trie node is empty 1405, the node transmits .t406 
the packet and returns to the waiting state 1402. If the queue at the node is not empty 1405.; then; after receiving ar 
transmit permit from the AP, the node transmits 1407 the current packet along with a piggybacked: reservation requestr^ 
for transmission of the next packet in its queuercontiriuirig to transmit packets with piggybacked reservation requests . 

ss 1407 after receiving trari'sm it permits until'the queue is empty 1405 and the final packet has -been transmitted 1406, .- 
after Which the'node retijrns to the waiting" state 1402. c . . - 

[0090]" ' In the second arid third nriethods". the AP broadcasts the outcome' of each contention in the resen/ation min- ■ 
istots to liR wireless nodes vfa' a downlink broadcast message: In' the second method, Uhe modem in^eachiwireless- . 
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node is characterized by a stack level, and.only wireless nodes with a stack level equal to zero are perrnitted to transmit 
access request, packets. Modems. with a stack level greater than zero are regarded as backlogged. For example, when 
there are M reservation minislots, each remote node at stack level 0 can randomly pick one o1 the M mintslots. At the 
end of a timeslot, wireless node i changes stack level based on the outcome of a transmission in that time slot. This 

5 method allows newly active wireless, nodes to join in with those existing wireless nodes having stack leyel.O during a 
particular conflict resolution period. Each wireless node in a request state increments its stack level by one if it does 
not transmit an access request packet and receive a negative acknowledgment (e.g., that there was a collision) from 
the base station (AP).. On the other hand, a wireless node decrements its stack level .by one if it receives a positive 
acknowledgment from the base station, indicating successful. transmission otan access request. Each wireless node 

10 that participates in the access request transmission randomly "flips a coin" to determine whether its stack level stays 
at level 0 or isjncremented by one upon re.ceiving.a negative acknowledgment from the base station. The rules of the 
second method^are: : - - , v. 

1 . When a wireless node first wishes to gain access to the network or has gained access and wishes to send new 
^5 ^ data/ it is placed in a request state and assigned a stack level ^ 

2. When there are M reservation minislots, each wireless node in a request state randomly, picks one of the M 
reservation minislots to be its assigned minislot in which to transmit an access request packet. 

20 3. When the wireless node is characterized by a stack level equal to zero, it transmits an access request packet; 

however, when the remote node is characterized by a stack level other than zero, it does not transmit an access 
request, packet. ; - , ^ . .^z. ^ <. ^ \ ■ . : - - : ' . : - - • 

4. At the end of the time slot, each wireless node changes its stack level based on the outcome (either COLLIDED, 
25 . IDLE pr SUCCESS) of an access request, as reported for its assigned minislot in the reservation acknowledgment 

field of a downlirik message frorn the access point; . 

A. A wireless node that sent an access request and received a SUCCESS outcome wilt be removed.from the 
request state. . 

B. A wireless node .that sent ,an. access request and received a COLLIDED outcome will either increment its 
stack level by one or leave its stack level at zero depending upon the outcome of a random draw 

. : C. A'.wirejess node that Is in the request state and did not send an access, request (i.e., a node backlogged 
35 ,with stack level > 0) wiil incrernent Its. stack level.by one if the outcome reported in the. reservation acknowl- 

: edgment field >for the assigned minislot is COLLIDED. 

. : ..*D. -A wireless node that is in the request state and that did not send an access request (i.e., a node backlogged. 
^ •> - with stack level > 0) will decrement its stack level by one. if the outcome reported in the/eservatipn ackriowl- 
40 _ .^edgnaent field for the assigned mintslot.is SUCCESS. . ■ - . - * - 

[0091] The operation of this method is depicted in Fig. 14B. A wireless node waiting to access the AP or s^nd new 
data 1432 sets its stack level to G and enters the request, state.. It the stack level of the node -is 6.1434, the riode 
randomly picks 1436 a reservation minislot for transmission of an access request arid transmits the access request. If 

45 the outcome of the request is SUCCESS 1438, and the queue at the node is empty 1,439, thanode transrnits 1440 the 
current: packet and exits the request state,.. returning to. the waiting state 1432. It the queue at the node is not empty 
1439, then,. after receiving. a transmit pernnit from the AR, the node transmits. 1441 the current packet along with a 
piggybacked reservation request for transmission of the next packet in its queue, continuing to transnriit packets.vyith 
piggybacked. reservation requests 1jt4.1 after receiving transmit permits until .the queue is empty 1439, at which point 

so it transmits the remaining packet 1440, exits the request state, and returns to the waiting state 1402. ^ 

[0092] . If th0 outcome of the resen/ation request 1436 was not SUCCESS 1438, the node participates in a random 
draw 1444 to learn whether to increment. 1 448 its stack' level by 1 or leave 1446 its stack level at 0. If the stack level 
remains 1446 at 0, the node again randomly. picks 1436 a resen/atipn minislot for transmission of an access request 
and transmits the access, request, lithe stack level is incremented 1448. the stack leyel will not be 0 1434. if the stack 

55 level of any remote node is not.O 1434 then if the outcorneof the, previous reseryation request was.CQLLIDED 1.450, 
the node increments.-1452 its stack jevel by .l. lithe outcome tor the previous reservation request was not COLLIDED 
1 45.0,, the node decrements. 1454 its .stack level by 1, - ^ t: 

[009a].- :The third.conflict.resplution nriethod is a modification of the second. )n the third conflict .resolgtibn.me^^ th^ 
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modem in each wireless node is again characterized by a stack level, and only wireless nodes with a stack level equal 
to zero aire permitted to transmit access request packets. Modern^ with stack' level greater than zero are regarded as 
backlogged. The rules of the third method are: • ' " - • . i ■ t . • . 

5 1 . When a wireless node first wishes to gain access to the network or has gained access and wishes to send'new 

■'data, it is placed in a' request state and assigned a stack level of zero.' . . . . * . . » 

2. When there are M reservation nfiinislots, each wireless node in a request state randomly picks one of the M 
' reservation minislots to be its assigned hninislot in which to transmit an access request packet. 

70 ' - •-■ . : ' • . ' ..f , . ■ . , : : ' . ^ 

3. When the wireless node is characterized by a stack level equal to zero, it transmits an access request packet; 
however, when the remote node is characterized by a stack level other than zero, it does not transmit an access 
request packet. 

IS 4. At the end of the time slot, each wireless node changes its stack leveltTased on 'the dutcome'{e(ther<:;OLLIDED, 

IDLE or SUCCESS) of all access requests as reported in the reservation acknowledgment fields of a downlink 
' message from th^ Access Point: ' *' • *• - ^ -.j:-. - ' ' ^ ' •* ' 

A. A wireless node that sent an access request and received a SUCCESS outcome will be removed from the 
20 request state. ■ ■ - ' • - ■ - ' - * ' " ■ ^ ^* - " ^'i . j 

B, A wireless node that sent an access request and received a COLLIDED outcome will either increment its 
stack level by one or leave its stack level at zero depending on the outcome of a random draw. 

25. ^ C. A wireless node that is in the request state and that did hot send an access'requesr(i.e., a node' backlogged 

with stack level > 0) will decrement its stack level by one if the^butcbmes of all access requests reported^in-at 
least 80% (or some other predefined threshold) of the reservation acknowledgment fields is either SUCCESS 
• 'or IDLE. -Othenwisei'We remote ^node wilMncre^ , 

30 D. When the backlogged modem's stack level is decremented to zero, the modem randomly picks one of the 

' ' M minislots (or tlrie I j mini slots if access priority is implemented) to resend* its request:-' *- r " / 

[0094] The operation of this method is depicted in Fig. 14C and is similartothat of the method of Fig. 14B. A wireless 
node waitihg to access the AP 6V send new data 1432 sets its stack-level to 0 §nd enters 'the request state/If the stack 

35 level'of the node is 0 1 434, the node rahdo'mly picks 1 436 a reservation ministot for transmission'' of an access request 
and transmits the access request. If the outcome of the request is SUCCESS 1438, and the qbeue at the node is empty 
1439, the node transmits 1440 the current packet and exits the request state, returning to the waiting state 1432. If the 
qiieue at the node is not empty' 1439,- then, after receiving a trainsmlt pemnit fromthe AR the node transmits 1441 the 
curreht'packet along with a piggybacked reservation request for transmission of the next packet in its queue, continuing 

40 to transmit packets with piggybacked reservation requests 1441 ' after receiving transmit permits until the' queue is 
empty 1439 and it has transmitted the remaining packet 1440, after which it exits the request state, and returns to the 
waiting 'state 1402. *- . . - r* : "... ' — - ■ it,- i 

[0095]*-' '*lf the outconrie of the reservation 'request 1436 was not SUCCESS -1 438, the node' participates in a random 
draw 1444 to learn' whether to increment '1484 its stack level by f or leave 1446*its stack level at 0. If the stack -lever 

45 rernalns 1 446 at 0, the node agairi randomly picks 1436 a reservation minislotfor transmission of an acces's request- 
arid transmits the access request. If the'stack level is increrriented 1848, the stack level will not be 0 1 434. If the siack" 
level of any remote -node is'nof 0 1 434,- then if thei oijtcome of all' the reservation requests during the previous cycle . 
wa^ CbLLtDED*1460 for greater than or- equal to some THRESHOLD percehtage, the node increments l 462-its slack 
lever by 1. If the outcome for the previous reservation request was fiot^COLLIDED 1460, the node- decrements 1464 

so its stack level by 1 . ' ' • ' - ' ■ ' ' •' - . • ^ ^ • * • • 

[0096] Note'that: due to the hidderi terminal problem, all the frames transmitted need to be acknowledged. Ackno'wU 
edgrnent messages should hot be sent' in contention nnode, Transnnit schBdules and transmit^permits are therefore 
used as a mechanism to acknowledge 'downlink MAC uniCast frames': When a wireless moderfi receives a downlink 
bf-baldcast 'frame, it first interprets' the transmit schedules and trarishnit permits. If it is not that wireless modem's turn- 

55 to transmit data, and the wireless- modem is'-the Yedipient of a' unibast frame- (fie. ,'the wireless rnodem's ID is found ia"- 
the^transrhrt schedules), then the wireless ^mode'm^ schedules an acknowledgment message for the unicast frame in' 
the immediately following uplink frame. All acknowledgment messages are sent first, befdre arty of the^data messages 
allowed1t>y the'transmit perrriits. For those wireless modems'that -receive both transmit permits and unicast rnessSges 
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in.the downlink frame, a diffe rent-transmit permit is issued to allow these. modems to piggyback their acknowledgments 
onto the back of their uplink data transrriissions. In order to acknowledge uplink unicast frames, the AP either schedules , 
a unicast acknowledgment message or piggybacks the acknowledgment rnessage onto the downlink data transmission. 
[CX)97] As.prevjously mentioned, the number of reservation m in islots available may be dynamically changed. If, tor 
5 example, there are k minislots in a contention reservation slot and N total slots. N1 of which are reservation. slots 
containing a total of N1 *k minislots, then the remaining (N-N1 ) slots are data slots. If NUM_RA_MIN and NUM_RA_MAX 
are the minimum and maximum number, respectively, of reservation minislots desired for the system, the number of 
availabte reservation minislots can be dynamically changed based on the percentage of idle minislots and- the total 
uplink queue length. 

10 [0098] Four methods have been developed for dynamic adjustment of the total number of reservation minislots avail- 
able to the remote nodes for making access requests. In each of these methods, the total uplink queue length at any 
time is 'q', the percentage of minislots that a/p idle at any time is 'Idle',. the number of minislots in a frame at any time 
is 'no_mini', and the number of noncontention data slots'in a frarne at any time is 'no_slots'. The base station (AP) is 
the arbiter of how quickly the number of available minislots is changed. At every iteration of the decision process, the 
base station broadcasts the number of available reservation minislots to the remote nodes. The base station's decision 
is based on the results of one of these methods. For each method, the assumption is made that the remote nodes 
have piggybacked uplink queue length information to thebase^station durjng their uplink data transmissions. 
[0099] A software implementation of method 1 for the dynamic adjustment of the number of reservation minislots is 
given below and is also illustrated pictorially in the flowchart of Fig. 12A. 

20 

If ((q > HIGH_THRESH) && (idle > IDLE^THRESHl)) { 
If(State!=l){ 
iio_niini=no_mini-k; 
no_slots=no_slots+ 1 ; 

30 . ... 

State=l 
} 

35 

} 

If ((q < LOW_THRESHOLD) && (idle < rDLE_THRESH2)){ 
If(State=l){ 



QO_mini=no_mini+k; 
45 no_slois=no_slots- 1 ; 

State=0 



} 

[0100] As shown in Fig. 12A, if the total uplink queue length is greater than a high threshold (HIGH) 1201. then if the 
55 percentage of idle minislots (IDLE) is not greater than a first idle threshold (IDLE 1 )1202, the number of minislots (N) 
is left unchanged. If. however, the percentage of idle minislots is greater than the first idle threshold 1202, and the 
state is not "1" 1203 (meaning that the number of minislots was not just decreased), the number of minislots in the 
frame is decreased 1 204 by some k, the number of dataslots (SLOTS) In the frame is increased by 1 , and the state is 
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set to "1".'lf the total uplink queue length is not greater than the high threshold 1201, then if the total uplink queue 
length is less than a low threshold (LOW) 1205, and the percentage of idle mihislbts^-is not less than a second idle 
threshold (IDLE2) 1206, the number of- nninislots is left unchanged: If." however, the percentage of idle nninislots'is less 
than the second idle threshold 1206, and the state is "1" 1207 (meaning that the number of mihislots was just'de- 
creased), the number of miritslots in the frame is increased 1 204 by k. the number of dataslots in thef rame is decreased 
by 1 , and the state is set to "0". In alt four methods, the threshold vallies arid the valu^ of k may be prespecified if desired. 
[0101] A software implementation of method 2tor the dynamic adjustment of the number of reservation minislots is 
given betow and is also illustrated pictorially in the flowchart of Fig. 12B. In the methods of Fig. 12B and 12D, HIGH2 
>HIGH1 and LOW2>LOW1. 



10 



IS 



20 



2S 



If ((q > HI'GH2) && (idle > IDLE^THRSHI)) { ' 

' ; ;^/if(stat^o){ :^ ; ; 

^ no_mini=no^inini-2k"; ^ ... v . > :t 
no_slots==no_slots+2; ' • : - ^ 
State=2 



} 

else if (State==l) { 
no mini=no_mini-k; 



30 



no slots=no slots+1; 



State=2 
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} 

else if ((q > HIGHl) && (idle > IDLE_THRSH1)) { 
If (State=0) { 
no_mini=no_mini-k; 
no_slpts=no_slots+ 1 ; 
State=l . .. / , 

.}.. '■ ■ - ^' . ^. 

If ((q< LOWIO && (idle < IDLE_THRESH2)) { 
• • If(State>0) { - • 
■ •• If(State=I) { ; 

. hp^mini==iio_mini+k; 
no_slp,ts=nb_siots+ 1 ; 
.-. State^rO; ,. . . ^ , - . 

. .^■h- . ' ' r r' ■ ' ./V ' ' V 

. . else { . - ; r . v 

no_mini=no_mini+2k; 
no_slots=no_slots-2; 
Siate=0, 

} 

} 

} 

else if ((q < LOW2) && (idle < IDLE_THRESH2)){ 
If (Siate=2) { 
no_niim=no_mini-i-k; 
no_slots=no_slots- 1 ; 
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State=l 

' } 
} 

[0102] As shown in Fig. 12B, if the total uplink queue length is greater than a first high threshold (HIGH2)1210, then 
10 If the percentage of idle minislots is not greater than a first idle threshold 1211 . the numberof minislots is left unchanged. 
If. however, the percentage of idle minislots is greater than the first idle threshold 1211, and the state is "0" 1212 
(meaning that the number of minislots was just increased), the number of minislots fn the frame is decreased 1 21 3 by 
2k. the number of dataslots in the frame is increased by 2. and the state is set to "2". If the state is "1 " .1 214, the number 
of minislots in the frame is decreased 1215 by k, the number of dataslots in the frame is increased by 1 . and the state 
^5 is set to "2". 

[0103] In the method of Fig. 12B, it the total uplink queue length is not greater than the first high threshold 1210. 
then it the the total uplink queue length is greater than a second high threshold (HIGH 1)1220. and the percentage of 
idle minislots is not greater than the 'first, idle tlnresHbld 1217, the?nurn.ber of rhinisiots is l^]1 unchanged. If. however, 
the percentage of idle minislots is greater than the first idle threshold 1217, and the state is "0" 1218, the number of 
20 minislots in the frame is decreased 1 21 9 by k, the number of dataslots in ther.frame is; increased by 1 , and the state is 
set to "1 

[0104] If the total uplink queue length is not greater than the first high threshold 1210 and the second high threshold 
1220, but is also not lower than both a first (LOW1) 1221 and second (LdW2) 12^2 low threshold,, the number of 
minislots is left unchanged. If, however, the total uplink queue length is npt greater than the second high threshold 
25 1 220, is not lower than the first low threshold 1 221 , but is lower thari the second 1222 low threshold, then if the per- 
centage of idle minislots is less than a second idle threshold 1223, and the state is "2" 1224 (meaning that the number 
of minislots was just decreased), the number of minislots in the frame is increased 1225 by k, the number of dataslots 
in the frame is decreased by 1 . and the state is set to "1 , 

[0105] If the total uplink queue length is not greater than the second high 'threshold 1220 and is lower than the first 
30 low threshold 1 221 , then if the percentage of idle minislots is less than the second idle threshold 1 226. and the state 
is not "O" 1224. then if the state is "1 " 1228, the number of minislots in the frame is increased 1230 by k. the number 
of dataslots in the frame is decreased by 1 , and the state is set to "0", while if the state is "2". the number of minislots 
in the frame is increased 1 229 by 2k. the number of dataslots in the frame is decreased by 2, and the state is set to "0". 
[0106] A software implementation of method 3 for the dynamic adjustment of the number of reservation minislots is 
35 given below and is also illustrated pictorially in the flowchart of -Fig.* y2Gn : ' > 
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If ((q > fflGH_THRESH) && (idle > IDLE_THRESH1)) { * 
If (no^raini > NUM_MINI_MIN) { 
no__inim=no_mini-k; 
no_sIots=no_slots-+' 1 ; 

} 
} 

If ((q < LOW:2THR£SHGLD) &.Sc .(idle..< IDLE_THRESH2)){ 
If(no_niini<NUM_MINl_MAX) { 
no_mini=no_iiiini+k; 

no_slots=no_slots- 1 ; .U • . 

} 
} 

30 [0107] As shown in Fig. 12C, if the total uplink queue length is greater than a high thre'shold 1240, then if the per- 
centage of idle minislots is not greater than a first idle threshold 1241. the number of mlnislots is left unchanged. If. 
however, the percentage of idle nninislots is gi-eater than the first idle threshold 1241, then if the number of minislots 
is greater than the nninimum number of minislots allowed (Ml N) 1 242. the n umber of minislots in the frame is decreased 
1243 by k and the number of dataslots in the frame is increased by 1. If the total uplink queue length is not greater 

35 than a high threshold 1 240. then if the the total uplink queue length is less than a low threshold 1 244, and the percentage 
of idle minislots is not less than a second idle threshold 1245, the number of minislots is left unchanged. If, however, 
the percentage of idle minislots is less than the second idle threshold 1245, and the number of minislots is less than 
the maximum number of minislots allowed (MAX) 1246, the number of minislots in the frame is increased 1247 by k 
and the number of dataslots in the frame is decreased by 1 . 

40 [0108] A software implementation of method 4 for the dynamic adjustment of the number of reservation minislots is 
given below and is also illustrated pictorially in the flowchart of Fig. 12D. 
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If ((q > HIGH2) && (:idle-> .IDLE_THRESHl)) {. " : : . J 
If (no_mini > NUM_MINI_MIN) { 
no_mim=no_mim-2k; *• 
no_slots=no_slots+2; .. 

} 
} 

else if ((q> HlGHl) && (idle > IDIjE;_THRESH1)).{, 
If (no_mini > NUM_MlNlv:MIN) - , , 
no_mini=no_mini-k; ; _ ■ .1 • 

no_slots=no_slots+l; • .= 1.: 

} 

} 

If ((q < LOWl) && (idle < roLE_TmESH?)) { 

If (no_mini < ^^u^l_^^I^^^iVlAX) { 

no_mini=no_mini+2k; ' 
no_slots=no_slots-2; / ' " 

) • ' 

} 

else if ((q < LOW2) && (idle < IDLE_THRESH2)){ 
If (no_miiii < NUM_MIM_MAX) { 
no_mini=no_mini+k; 
no_sIots=no_slots- 1 ; 

} 

} 

2'3' 
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[0109] As,shown in Fig. 1,2D, if the total uplink queue length Is greater than a first high threshold 1250, then if the 
percentage of, idle, rn in [slots is not greater than a first idle threshold 1251 , the number of nninislots is left unchanged: 
If, however, the percentage of .idle minislots Is greater than the first idle threshold 1251, and the. number of minlslots 
Is greater than a minimum number of minisiols allowed 1252, the number of minislots in the frame is decreased 1253 

5 by 2k and. the number of dataslots In the frame is increased by 2. If the total uplink queue length Is not greater than 
the first high threshold 1250. then if the the total uplink queue length is greater than a second high threshold 1254. 
and the percentage of .idla'minislots is not greater than the first idle threshold 1255, the number of minislots is' left 
unchanged/lf, however, .the percentage of idle minislots is greater than the first idle threshold 1255. and the number 
of minislots is greater than the minimum number of minislots allowed 1256, the number of minislots in the frame is 

10 decreased 1 257 by k and the number of dataslots in the frame is increased by 1 . " 

[0110] In the method of/Fig.,1 2D. if the total uplink queue length is not greater than the first high threshold 1250 and 
the second high4hreshold 1254, but is also not lovyer than both a first 1258 and secondj 262 low threshold, the number 
' of minislots is left unchanged. If, however the total uplink queue length is not greater than the second high threshold 
1254. is not tower than the first low threshold 1258. but is lower than the second 1262 tow threshold, then if the per- 

75 centage of idle minislots is less than a second idle'threshold 1 263,.and the number of minislots is less than the nnaximum 
number allowed 1264, the nurnber of nninisiots in the frame is Increased 1265 by k arid the number of dataslots in the 
frame is decreased by i; . ... ^ . . . . . 

[01 1-1] ,lf the total, uplink queue length is not greater than the second high threshold 1 254 and is lower than the first 
low threshpld. l 258, then if the percentage of jdle minislots is Jess than the secprid idle threshold 1 259, and th^ number 

20 of minislots isJess than the maximum^ number allowed 1260,. the number of. minislots in the frame is increased 1261 
by 2k and the number of dataslots in the frame Is decreased by 2. , /. . . . . ' 

[0112] ,The role.of Jhe.AP in responding to uplink bandwidth requests from modem's, whether they arrive in pure 
reservation minislots or in. piggybacked^ form, \s to control uplink transrnission in order to achieve a' ballance between 
high bandwidth efficiency , and excellent quality of service. (QoS) management. While QbS requirenients for constant 

25 bit rate GBR.traffic are extremely important^and stringent, they are relatively liberal for traditional data traffic. One goal 
of the, bandwidth allocatioh scheme, jn the AP is therefore to take advantage of these diverse QoS requirements in 
order to achieve a high degree qt statistical. multiplexing. In order.to'deternriine how the AP should transmit downlink 
traffic from various connections, the AP requires a'downlink'schedullng. systerri. Similarly, in order to "coordinate the 
uplink transmissions frorn associated, wireless nnodems, the AP requires a system for scheduling the uplink transmission 

30 opportunity of each wireless modem. The scheduling systems can be as simple as round-robin, strict priority, or a first 
come-first serve algorithm, or may alternatively be more complex/such as a fair, queuing algorithm. Asdisisussed 
previously,, a number of schedulers which are all variations on fair queuing have. been proposed. ; , 

[0113] -The uplink scheduling system is hot required to be the same .as the downlihk scheduling systehri, however 
for a simpje, embodiment, one may'elect that they be the same. Obviously a scheduling system is desired that provides 

35 . Quality of Service to end users., As in ATM networks, different service clas.ses can be defined to cater to th^ diverse 
QoS. needs of different applications, the possible, service classes include: constant ^b it 'rate (CBR), real-timeand non- 
real-time variable bit rate (RT,VBR. NRT VBR), unspecified bit rate (UBR). and available bit rate (ABR), In order to 
meet the QoS requirements of different service .classes, there needs to be a method for allocation of bandwidth and 
buffer resources that does not require statically pripritizing one over the.other. . 

40 [0114] . In order for the.AP.to perform downlink and uplink scheduling in the case where the wireless nrtodems are 
geographically distributed, a rpechanism is needed for the wireless nripdems to pass relevant inforrriation to the base 
station, ;which is the only location that has a complete view of all transmission queues (i.e., transmission queuesTor 
both wired and wireless hosts)' There are at least two alternative ways to compute the service tags for all hosts asso- 
ciated with the access point. In these methods, the wired hosts, with which the^associated wireless modems are com- 

45 nriunicatingrare assumed to be permanently associated with the access point. In one method, the base station can 
broadcast the system virtual , time and the assigned shares of service classes. to each of the wireless modems. Then, 
each wireless modem computes its own service tag and informs the base station of It via a reiquest access packet dr 
by piggybacking on the, data transmission. Allematively.^the \wireless modem can simply inform the base station of "its 
queue size (again via a request access packet or by piggybacking on data transmission), and the base station can 

50 compute the service tag for each wireless modem as well as for the wired hosts. The second method is more efficient 
in terms of downlink bandwidth utilization, since the base station does not have to transmit the assigned service shares 
(which may be dynamically varying) to each wireless modem. 

[011 5] An embodiment of the first method is illustrated in pig. 1 5A. The base station broadcasts a system virtual time 
151 0 to the remote hosts. Each remote host computes a service tag value 1515 for each of its newly arrived packets. 
55 then transmits 1520 the smallest tag value to the base station. Transmit permits are then assigned 1530 at the base 
station basQd on the -service, tag values received from the remote hosts and the available, data slots. The transmit 
permits are. broadcast to the .remote hosts 1540, and. then packets are received frorn. the. remotes 154p in the order 
specified ;by th,e transmjt pernnits.4f a packet is lost .or is received having ,e'rrors.1545^ the sending remote is riiade 
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aware of this problem either through notification by the AP or through failure to receive an ACK from the AP in response. 
The sending rem^pte then recomputes the service tag Val ues of ail its queued packets 1550, including the packet whose 
transmission failed. This procedure continues until alt the scheduled packets have" been examined 1555, after which 
the system again broadcasts the current virtual time 1510. 

5 [01 16] An embodiment of the second method is illustrated in Fig. 1 5B. A packet co'unt is t/ansmitted 1 560 from each 
remote host to the base station, each packet count representing either the number of fixed-sized packets or the length 
of a variable-length packet to be transmitted from the remote host to the base station. The base station computes 1 565 " 
the service tag values for each remote host;. assigns transmit permits 1530 based on the sen/ice tags of the remote 
hosts and the available data slots', and broa"dcasts the transmit permits to the remotes 1535. Packets are received ■ 

10 from the remotes 1 540 in the order specified by the transmit permits. If a packet is io^t or received having errors 1545. 
the AP recomputes the service tag values for that remote host 1570. This procedure continues until all the scheduled 
packets have been examined '1555, after which the remote hosts again transmit their packet counts 1 560'to the base 
station. . . . 

[0117] In the methods of^Fig. 15 A and B, shpuld transmftted pafckets be lost/ the base station (access point)' or 
IS wireless modem recomputes new service tag values for all queued packets based oh the current system virtual time. 
In an alternative embodiment, the AP or vvireless node maintains a packet qu^ue arid a rtead-of-line tag. In this scheme, 
if a packet, is lost, only the head-of-line tag needs tp be changed. Once the head-of-line packet has been transmitted 
successfully, the rest otthe'queued packets will aufomatically receive the corr^ recomputed headof-llne tag 

plus' appropriate increments)!* This alternative embodim^nt.has the advantage of using less cjDij." Retransmitting in a-' 
20 polling system is discussed generally in R^ Kautz "A Distributed Self-Clocked Faii- Oueuihg ArchiteclWe For Wirelfess \ 
ATPyl Networks^ 1997 Internationa! Synriposium on Persofial Indoor and fi/lbbile Radio' Cbmmu 

not, hQwever, discuss the 'technique of the present invention for recdrhputing tag x/alUes' when 'jackets are lost. ' ' ^ '"^ 

[01 1 8] A method for recomputing service tags afte'r loss of a packet is clearly of'grearimportartce in a wirel^ 

where such losses aire commonplace. For the half-duplex case, both the uplink an^d downlink que ueis at the access 

25 points are rrianaged as if they are sharing the same bandwidth, le. , as if there is only dne syisierri \/irtual tirne. For' the' ' 
fuM-duplex case, separate system virtual 'times for the uplink and the"^ down I ink traffic Aaybe usba. It might also^'b'e ^ 
desirable to have remote hosts divided'intb one or more separate groups for jaurposes of '^cfown link* transmission, wth 
each .group having a different^^priority and receiving a different system virtual time. Once a modenri^^^ an 'Ac- 

knowledgment to its initial access request, it waits until it receives a trahsm'it permit from the AP Each' time Ihe hriodem-' 

30 transmits a packet', it also indicates whether it h'as rnbre packets in its buffer: This piggybacktng then jsen/es as' a-' 
contention-free bandwidth reservation request for the rhodem.' ' " " ' ~ - 

[0119] , Calculation pf sen/ice tags is illustrated in Fig. 16. First 'the AP calculates the s^ increment 1610'fdrr' 

each rerhote.hpde based on each nodes assigned sen/ice share. Each^hodes packets are'then assigned service ta^s * 
161 2 according to the applicable'fair queuirig algorithrn. Packets are then seryi^ed'l 61 4 according tb the' order of Ihe-^ 

35 assigned service tags. If packets arrive from a node that preyibusty had ah ertipty queue 1 5t6'. the packets of the neiyty 
transmitting node are assigned service tags 1 61 8 starting from the tag of the packet currently 'in-service plus the service 
tag increment of that node. If ah^ error occurs in the transmission bf 'a packet 1620, the service tag of that packet ia 
reassigned* 1622 to be the current t^g plus the service tag increment for'that node. The rerhaining packets for thaT 
node will then receive new service tags 1 622'that will be the previous service tag plus the node's service tag increment. ; 

40 This cgri be performed either through direct recomputatibn of all the service' tags for tftat node, or through the recbm* * 
puWion of the head-of-line tag', if preserit. In the head-of-line tag 'case, ohce'the head-of-lirie packet is tranVmifted- 
successfully, the'Vest of the qiieued packets for that node wHl then automatically receive'the correct tag. Noti^ that the ' 
service* tags of all the other nodes Wiir rerriain unaffected by the retransmiss'ion of a packet for thi^ node, 'mearlih'g^th'at " 
the QoS experienced by the other nodes will not suffer ' " ^ ' ■ • . ' . • ' 

45 [0120] in the preferred emb^odiment of an aspect of the invention, the' order in which the access pbihl s^hds transmit * 
permits to all associated wireless rinbdems is based on the self-clocked fair queuing algorithm described above. The ' 
order in which the access point serves* the various downlink connections is also based on these If <; locked fair queuing^ 
algorithm. For example," a system rhay have a capacity of 1 6 units and 3' sessions^ with sessibri-ids 1 ,"2, 3, and session 
shares rj = f, rg = 2, "and r3 = 3, respectively. If, for computation simplicity, the length of the packets of any session is 

50 always L=8, each packet "will take 0.5 time units to be transmitted! The service tag incVement:- 



is then 8, 4: and 2 for sessions 1 , 2, and 3. respectively If] at tirrie t, session 1 has*'4 packets, session 2 has 8 packets, ' 
arid session 3'cioes not b'ecorne'backlogg'ed untilt zt 3, then, according to equation (i j, the packets' of session 1 receive 
the service tags 8, 16', 24. and 32. Similarly^ the packets of session 2 receive the sen^ib'e tags 4V8;'12, *16, 20,' -24, 28,^ 
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and 32. . , . , ... ... 

[0121] FIG. 9A shows the service tags of the packets of this example at time t =,0. The packists of session 1 with 
service tag 8 902. service tag 16 904, service tag 24 906, and service tag 32 908 are interleaved with packets 912, 
914. 916, 91-8, 920, 922, and 924frorg session 2. Packet 91 Of rorri session 2, having service tag 4. is currently in service. 

5 [0122] FIG. 9B shows the service tags of the remaining queued packets at time t = 3, just before the packets from 
session 3 arrive. Packet 918 from session 2. having service tag 20, is currently Jn service. FIG. 9C shows the service 
tags of the packets at tirne t = 3. just after the 9 packets 930, 932, 934. 936. 938. '940, 942, 944 and 946 from session 
3 arrive. Note that the service tag for the first packet 930 of session 3 starts at 22 because, when the packets arrive, 
the service tag of the packet currently being served was 20. Thus, for a service tag increment of 2, the first packet 930 

fo from session 3 will receive service tag 22. Subsequent packets from session 3 then have service tags of 24, 26, 28, etc.. 
[0123] FIG. 9D shows the service tags of the remaining queued packets at time t = 4.5. The transmission of the 
packet .906 with service tag 24 from session 1 .has errors. The access point therefore recomputes a new service tag 
of 32 for this packet 950, which needs to be retransmitted. The access point also recomputesJhe service tags of the 
remaining packets from session 1 , which in this case only affects one other packet 952 (908 in Fig. 9C), which receives 

^5 a new service. tag of 40. In this way, the retransmission of a packet from a particular session does not affect the Quality 
of Service of other sessions. 

[0124] .When .the remote host PC wants data services, it sends a connect message to. the wireless modem. .Upon 
receiving this message, the wireless .modem rriionrtors the broadpast frame that is being continuously sent by the AP. 
The. beacon rpessage is part pf this broadcast.frarrie arid .provides timing information, the ESS-ID of the Network, the 

20 BSS-ID-of the AP, information !about the coritention slots, thejoad metric of the AP- etc.. The wireless rriodem then 
chooses. the AP yyith vyhichJt wants to associate and sends.a MAC layer associate request franrle. Since association 
request frames are sent in contention mode. collisjons may occur. A wireless modem needs to retransmit the association 
request Jrame if it does not receive an association response frame from the AP After a maximum nurrfber of retries', 
the wireless modem will ser^d a connect fail message to the remote host PC, indicating that the wir-eless modem cannot 

25 associate with an AP at this time. , 

[0125] Upon receiving an associate request frame from a wireless modem, after the AP has successfully authenti- 
cated the wireless modem, it sends an association response frame with a status code "successful" to the modem. 
Authentication is performed at the network layer. When a user requests a connection via the wireless modem, the 
connection request is forwarded by the access point to the wireless hub. The wireless hub then authenticates the user 

30 If the user is successfully authenticated, a unique connection cookie is provided by the wireless hub to the access 
point. If it is desirable to provide different QoSs to different connections from the same user, then different connection 
cookies are assigned to the same user; similarly, if it is desirable to provide different QoSs to different usei-s (albeit 
potentially from the same wireless modem),, then each, user is given a different connection identity. 
[0126], . If, the wireless modem cannot be successfully authenticated, then an association response frame with an 

35 appropriate reason code will be sent. Different reason codes can be defined to cover each of the. possible, different 
reasons for the failure.to associate. If Jt is desired. to combine the MAC layer registration with the network layer regis- 
tratiori, the , association request frame should contain sufficient login information to enable the AP to send a network . 
layer registration packet to .the requesting wireless hub. In this case, the AP will not send the association response 
frame until it receives a further/esponse frorri the wireless hub. . . 

40 [0127] , if the MAC layer registration is not combined with tjie network layer registration, then the /^P can relay the 
MAC layer registration to the wireless hub before sendirig the association response frame. The separation of MAC 
layer registration and network layer registration is useful if it is desired that the network software be reusable tor other , 
physicaljrnp.lementations. Also, if differerit, users are using the. same wireless modem to make different connection 
requests, then the^wireless rriodenn niay heed to make only one MAC layer registration, but may stilfneed to. make 

45 multiple network layer registrations. If there is only one user for each wireless modem, then combination of MAC layer 
with network layer registration helps to reduce the number of airlink frames during the registration process. 
[0128] Upon receipt of a reconnect message fromjhe remote host PC, a wireless modem reassociates with,,an 
access point via. the follovying procedure: 

so 1. The wirejes$, modem, transmits a reassociation request frame to the. access point; , 

2. If the raassociation resppnse frarne is received with a status code.of "successful", Jhe wireless modem transmits 
; , a reconnect , success message to the PC; t , . ^ 

55 .. 3., If the reassociation resportse frame is received with a status code other than "successful", the wireless modem 
.transrnit? a reconnect fail message .to. the PC. . . . . 

[0129] -ft The^ccess pojnt.pperates as follows in order to support the reassociation. of stations:, . _ ^ , 
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1. Whenever a reassociate request frame is received from a station and the station is authenticated, the access 
point transmits a reassociatibn response with a status value indicating "successfur; 

2. If the status value* is "successful", th^ connection cookie assigned to the statiori is included in thfe response;' 

3. Wheri' the re association is. successful, the access point updates, its MAC filtier table* appropriately. The access 
point also Informs the wireless hub of this reassociation; ' . '* . ' 

4. If the reassociatibn request is 'not successful, the access point transmits a reassociation response with an ap- 
10 propriate reason code to the wireless moderp. \ . - 

[0130] If, for some reason, either the PC or the access point wants to disassociate with the other, a' disconnect 
request frame is sent! The PC sends a disconnect message to the wireless modem, triggering the wireless modem to 
send a.disconnect request frame to the access point. The access point responds with a disconnect response frame 

is that indicates the success or failure of the disconnect effort initiated by the PC/The wireless m'od em relays this resjDonse 
back to the PC via a disconnect response message. . ' . ' 

[01 31 ] In sbnne circurhstances, such as overloading or when higher pViorltyJ is ^iven to other users, an access po^n^l" 
n^ay need" to disassociate a particular wireless modem that had previously been associated with that' access point; In 
that case', the access point sends a disassociate request message to the wireless Wodemr the wii^eles^; modem r^- 

20 spbrids to the access point with a disassbbiation response frarrie and'then'Yelays the disassociation rtiessage to all 
PCs attabhed tothe wireless modem. An access point can also disconnect a particular connect iori Using via a disconnect 
request messagie which is relayed to the PC via the wireless modenr*. For wireless modems that support more 'than' 
one PC, a disassociation request message is not used unless' it is desired to disable the whole wirelesis haodem. .'-^ " ' 
[0132] Based on a list of access points with which the wireless modem can comnriunicate, thfe ittodem decides'which 

2S AP to associate with by choosing the AP that best meets the following criteria (in decreasing priority order): * ^* 

1- best signal to interference^ ratio. RSSI and SNR. • , ... . a • 

2/least loaded (i'e. having the smallest number of equivalent associated users)^ " ^ . . , 

3/req'ui res the least power to communicate with. ' " ' ' ' ' 
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[0133] The uplink/downlink transmission time ratio can be dynamically adjustable. A way to implement this utilizes'' 
a "more" bit or uplink queue size information that is piggybacked on the uplink datla transmission. The access point," 

3S upon "receiving this infonmatibn from all remote nodes currently active within the cell/sector, will then have cbmpfete* 
inforrriatio^h on the total uplink/downlink queue size and cah ilise this information to dynamically adjust the Uplink/dovA/n- 
link ratio' based on the total'ijp link/down link queue size information. One sirnple way to do this is to ijse a threshold- 
based technique: when the total uptink/downlirik queue size ratio drops below k1, the Access Point sets* the uplink/ 
downlink ratio to s1.; when the total uplink/downlink queue size ratio increases beyond k2 (k2 > k1), the Access Point 

40 setis the uplink/downlink ratio to s2 (s2 > si ). At^he present time, traffic ch^racterization'^seems to suggest that a ralio-- 
of 4:1 is apprbpria'te. • i . i- . • - . 

[0134] As seen in Fig. 10,' frame 1010 has four reservation mihislots 1012, 'two uplink slots 1020; '*3 down I inlf 'slots 
1030, and beacon message '1040. Beacbh' message* 1040 contains infornr^tibn specifying the total number of slots^ 
arid the number*'of downlink slots that will be present in the next frame 1050. Frame 1050 reflects this information; 

4S having the same number of reservation minislots 1012 (4), but 3 uplink'slots 1020, and 2 downlink slotSs'T030; 'plus a 
new beacon message 1060 which specifies the uplink/downlink transmission time ratio for the hext frame, etc.. 
[0135] Foi' the PCs flow control, the wireless modem set6 high and low buff iar occupancy thresholds for each direction'^ 
(uplink/downlink) and monitors the buffer occupancy. When the buffer occupancy for' the uplink traffic hits the high- 
threshold, a flow control signal (Xoff) is sent to the PC from the wireless modem. When the buffer occupancy for the 

so uplink traffic drops below the lo^w threshold' (after previously exceeding th'e high threshold), the wireless modem will 
send an 'Xon' signal to the PC. When the buffer occupancy for the downlink traffic hits the high threshold, the wireless 
modem sets the Xoh/Xoff bit in the franne conti-oi field to "oh" at the time it sends a message' to the" access point. A 
zero-length message will be sent if there is no uplink frame to be sent. Such a frame will be corisidered a high priority 
control frame. 

ss [0136] For the Frequency Division Half-Duplex version, both the wireless mbderh andihe access point maintain a 
memory for buffering both uplink and downlink messages. For the Frequency Division Full-Duplex versiori', the AP 
maintains a buffer for both uplink and downlink rnessages. Typical buffer sizes would be 100 Kbytes at both the modem 
and the AP for FDHD ariS 200 Kbytes at th^ AP for F'DFD: The buffers of the wirelesS^fnod^rti are typ'idalty^partitibned- 
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into a ratip of /Cjil between the dovAmlink and uplink traffic. . . . _ . ^ . .. . 

[0137] The access point buffers are also partitioned into a Kq- 1 ratio of.downlink.to uplink traffic. Again, traffic char- 
acterization seems. to suggest that a ratio of 4:1 (downlink capacity being 4 times greater than uplink capacity) is 
appropriate; When the downlink buffer occupancy, hits the high threshold, the access point sends an 'Xoff' message' 

5 t9 the wireless hub. When the downlink, buffer occupancy hrts the low threshold (after previously exceeding the high 
threshold), it sends an 'Xon* message to the wireless hub. When the uplink buffer occupancy hits the high threshold, 
the access point sets the 'Xon' bit in the f rarrie control field at the time it sends the next broadcast f rarrie to all associated 
wireless modems. When the uplink buffer, occupancy hits the low threshold (after previously exceeding the high thresh- 
old), the access point will cl^ar the 'Xoff' bit in the frame control field. at the time it sends-the next broadcast frame. In 

TO addition, a more sophisticated flow control scheme is used by the access point to keep track of the buffer occupancy 
of each wireless modem (in either direction) and to send an Xon/Xoff MAC frame to a.spe.cific wireless modem for a 
high uplink buffer threshold violation or inform the wireless hub of the appropriate connection lb for a high downlink 
buffer threshold violation. . =. , 

[0138] An aspect of the invention is capable of supporting admission control. When a PC user submits a connection 

T5 request via the wireless modem,, the connection request is converted Into a network. layer registration message that is 
transmitted across the airlink.to the AR The AP ne^eds to make a decision as to whether Jo.admit this new connection 
rGquest. The admission control technique can-be simple, such. as admitting any new connection request Jf the total 
number of connections admitted is less than a maximum number. A simple admission control teqhnique car|not guar- 
antee quality of service , to all admitted users, however, and may not result in high bandwidth utilizatran. 

20 [0139] Other, admission controKtechniques may therefore be better than the simple scherne. A specific admission 
control program rnay even utilize,. a combination oi several techniques. For exanriple, where each ^connection request 
specifies a delay. requirement, a-bandwidth requirement, and a traffic descriptor, the AP may first compute, various, 
perforrr)ance metrics (e.g. total bandwidth consumed, average delay) in order to determine whether admission of the 
new connection could cause a failure to meet the Quality of Service of those admitted connections,. If the. Quality of- 

2S Service of aljadnnitted connections can be maintained with the admission .of the new connection, the nevy connection 
wjll.'be. admitted.' Otherwise, the new connection request will be denied. The equivalent bandwidth -based admission 
technique describ:ed. by K.'.M. Rege in "Equivalent Bandwidth and Related Admission Criteria for ATM Systems- A 
Perlormance Study,'., Inteni at ional Journal of Communication Systems, Vol. 2. pp. 181-197 (1994) maybe used, with 
minor modifications for handling this problem in a wireless environment. For example, Rege assumes-there is, only one 

30 bandwidth requirenrient and set of QoS requirements. Here, the method of Rege is extended to support multiple, band- 
width requirements and .different QoS requirements, for uplink/downlink. Adjustment \o the bandwidth, requirement 
based on the. radio. distance (and hence the potential FER that may be.experienced) between the wireless modem and 
the AP is- also supported. ■ . , „ . • . . : ' ■ * * 

[0140] In, another example, each connection request specifies the average bit rate required and a traffic burstlness 

35 factor.; The-AP collects information about the number of bytes sent by each connection- in either direction for a certain 
period of; time. The; AR also measijres a, burstiness factor for the corinection traffic in either direction. Based on this 
measuredjnformation,- the AP is able to determine. the~potential average connection bit rate. in either direction (uplink/ 
downlink) and the burstiness factor of each connection. The AP then computes an equiva[ent riumber.pf admitted 
connections. When a neyy connection request arrives, the AP calculates whether the new equivalent.number of admitted ■ 

40 connections exceedjs a specifie<;l threshold. If the threshold is exceeded, the connection, reiquest is denied. Otherwise, 
it Is accepted. ' = - ; . ■ , - ^ ; • • 

[0141] The measured quantities can be various metricsjelated to interference. It this is an Interference limited system^ 
rather than a bandwidth limited system, then, in order to see if the new connection should be admitted, the AB contin- 
uously measures a Frame Error Rate (FER) metric for each.renrrate host based. on the interference measured.iAn 

4S implementation of this method for admitting new connections based measured quantities in a wireless network Js illus- 
trated in Fig^.20. An uplink Frame Error Rate, an average uplink bit rate, a burstiness factor of the uplink traffic, and a 
packet loss rate are measured 201 0 at the base station for each remote.host. A dovynlink Frame Error Rate, an average 
downlink bit rate, a burstiness factor of the downlink traffic, and a packet Joss rate are, measured at each admitted 
remote. host 2015. and then the downlink FER is sent 2020 to the base station. This procedure is continuous 

so allowing all remote hosts currently admitted to send their measured FER to the, base station. The reporting process 
may be. either periodic or triggered. . In an alternate embodiment, each remote also sends the measured average down- 
link bit rate, traffic burstiness factor, and packet loss rate to the base station. - 

[0142]- An equivalent bandwidth based on average and peak bit rates of the connection, the burstiness factor of the 
traffic, and the.packet toss rate of each connection is cpnriputed 2030 at the base station for each remote host, these- 
55 computations are continuously, updated from new infornriation received from the remote- hosts and are used, by the 
base station to compute an equivalent nurriber of corinections 2040 already admitted. If a ne\w conriection js requested 
2045; tha^,base station considers the. effect pf the average rate and packet Joss rate requested.by the. requ^gt^d. con- 
nect ion and, based on the equivalent bandwidth, computes 2050 whether QuaJity of Service of , all adrnitted connections 
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can be maintained even if the new connection is admitted, if QoS is maintainable 2055. the new-connection* will be 
admitted 2060; if not, the new connection will bi9 denied admission '2065. ' * , • 

[0143] A strict usage pribrity admission criterion can also be implemented. For example, if there are two user priority 
classes, class 1 and class 2, the system might admit al most users of lower priority class 2 and a total number of 

5 users M(M> K^). When an AP receives a connection request from a new user of class ^, it make& a decision''based 
on the current total number of associated users^ /f^- ^ H admits the new uV^r of class" 1 . OthenA/is'e, it checks 
to see1f it can disconnect any class 2 users. If it can. then it disconnect a class 2 user and admits the new class 1- user 
[0144] In this usage priority admission scheme, there are two ways of admitting lower priority users'! tf the system 
performance requirement is such that it is appropriate to disconnect lower priority users after they are admitted, then 

10 lower priority 'users' are admitted as long as the total number of associated- users is less than M. However, if a new 
class 1 user appears, the AP will send a disconnect message to'one of the- admitted class 2 users in order-to admit' 
the new class 1 user. In one embodiment, a "least recently used" technique is used to identify -the admitted class 2" 
user that the AP will disconnect. . : - • 

[0145] if th'e systerih pierforrnance requirement Is such that it is ' inappropriate fo disconnect lower priority users after ! 

^5 they are admitted, then the AP adrhits class 2 users in the following manner: If < Wand th% nevy us6r is of class 2', 
then the AP determines if the hurnber of associated users^'of class 2, '/^Vis sucK that <*K2. If <'K2> then the new 
user of class 2 will be admitted/ Otherwise* the new user of cl^s '2 will not be adrhitted.' This approach c^ be extended " 
to muitiple'pribrity classes. ^ - ' " ' ' ' ' " . * ' '"' ' 

[0146] Fig. 19 is a flowchart illustrating this embodiment of a'method for control 6f admission ot remote hosts ac- - 

20 cording to an aspect^of the present* invention. The network of the embbdihriiBrtt of Fig. -19 supports at least two priority i 
classes of remote hosts, and has both a maxirriurn- total number of admitted remote 'hosts, and a maxtrrium hurnber of 
admitted lower priority rennotes. When the base station receives 1910 a connection request frorii 'an unadrhitted renridte'- 
host. It deterrhines 1 91 5 whether the host belongs to the higher priority class. If s6, then If the total nurrrberbf admifted-'l 
remote hosts is le'ss thah the maximum total number ofTemote hosts 1 920, the unadiiiitted high er pribrity ^host'Vvfll^ 

^5 admitted 1 925. If the total-number of admitted remote hosts is riot les^'thari^e maximum tortal hUmbef of-i^embte hbsts 
. 1 920r then if none o^the already admitted remote hosts is of the lower priority class 1 930, the requesting hbs^-wiir-b e^^- 
refused admission 1 935. If one of the already* admifted hostS'is of the leSWer priority class 1*930, and It^as indicated'at- ' 
the time it was admitted that it nriay be disconnected 1940, the'iower priority clas^ remotfe host will^be^discorihecfted 
l"945 so that the requestirig rerinote'hbst frorri the higher priority class may bei adrhitted 1925. In one Embodiment, the^ " 

30 least recently used remote host "of th 6 lower priorityclas^, will be the one jf) referent ia My disconnected. If the connect ion ' 
request received at the base station 1910 is from an unadmitted remdte-host'be longing to a'lower priority class 1915.-'-' 
then if the total number of admitted i-emote hosts- is less than the rtiaxirnuiin allowable 1 950, and the-reqiiestirig lb\iver- 
priority remote host indicates that it can be disconnected prematurely 1955, the lower priority host will be admitted* 
1925.' If the total 'number of admitted' remote hostels less than the maximum 1950. and the-unadmitted- lower priority ' 

3S remote host indicates that- premature diisconnection is inappropriate 1955. then th^ lower priority remote host willlShly 
be admitted*-1925'if the number of alread'y^^admifted lov^er pribrity hosts- isHess than sdnhe threshold 1960, otherwise ~ 
the requesting lower priority host'-will be refused admission 1935,- just as if the total number of adriiitted users was^nbt • 
less than the maxinnunri "allowable '1950.- - ' * ^ ' ' •* "^ ^ ■ ' 

[0147] Iri an alternate embodlmeht'bf this admission control technique, lower priority class users (e.g. class 2 users)-" 

40 are admitted ifHhe'tota'Phumber of currently associated users'bf all classes is'^less than a second threshold, hormally-' 
lower than the threshold for higher priority users, rather than being based partially (as a second threshold) on We • 
number of currently assbciated users of that lower priority class. In this embodiitient,'if the total number of curiieritly ! 
assbciafed users is less than Qj, (with O^^ <'0/and 0/= M),''theri the hew user "frorri priority class i will be adniitted:'. ^ 
[0148] ' " In one eriibodiment, the' AP collects the following infoi-hriatiori for each connection: (i) the average rate used, 

45 (ii) the last tirtie the connection used the network.' (ill) frame* error rate, and (iv) packet loss rate. Overload control 
methods then'&llow this AP-to disconnect users of a lower pribrity during congestion. Allerhativety, instead of discon- 
necting users of a lower priority- they may be rediriEicted to bther nearby APs that have a lower load. 
[0149] * If the downlink/uplink buffet occupancy has exceeded the high threshold, the access point will, in a preferred 
embodiment, determine if this is caused by a specific connection or a group of connections. If it is caused by a specific * 

50 . connection, the access point will senda-flbw control signal to the connection to prevent it from sending more data. In - 
addition, Uhe access point may reduce the bandwidth shares allocated to any users who have indicated during the 
connection set-up that they can tolerate a variable allocated bandwidth. ' r *>. a . 

[0150] ' If the rrieasured downlink frame-error rates for many'conriections are seen to be increasing, then the AP nia^ ■ 
be* experiencing an increased interference le>>el from other access points. All admitted users may generally be classified^ 

55 into two'bategbries: those which allow sdrvlce interruptions and those which do not. When there is congestion due tb 
an increased interference level, theaccess point-may elect to disconnect the class of admitted users that permit service 
interruption in-order that more bandwidth nriay be allocated to the-remaining - users i(mbre bandwidth* -being available-, 
providing a consequently 'greater number of opportunities for retrahsmisslori). '•"•^ j- - ^.-.^ .r... <^rr\\ ■ 
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[0151] If only a specific connection is experiencing a high downlink franne error rate, then the access point may elect 
to disconnect other connections if the connection experiencing bad performance is of a higher priority. For example, 
when a specific high priority connection is experiencing a high uplink franne error rate, the access point may disconnect 
other users in order to give-more bandwidth to the higher priority connection. If a majority of all associated connections 
s experience high- uplink frame error rates, the AP may instead send a congested signal to a wireless hub which can 
coordinate the actions- of other accfitss points, such as by sending signals to these access points to inhibit them from 
admitting new users and dropping lower priority users. 

[0152] There may^also be occasions when there is a sudden increase in short bursty messages. Short packets 
queued up for so long, in either the uplink or downlink queue at the access point, that they exceed the time-to-live 

10 value allocated for them will be thrown away, resulting in an increase in packet loss rate due to the processing bottleneck 
at the access point. Dndersuch an overload situation, the access point may elect to terhporarily disconnect some users 
of a lower priority. Other combinations of the possible actions discussed would also be sjjitable, the exact combination 
being decided by the base station depending on the particular corigestion conditions observed in the network. 
[0153] A particular embodiment ofi a method for overload controJ4s Illustrated in the flowchart of Fig. 21 . As seen in 

IS Fig. 21 , an uplink Frame Error Rate is continuously measured 2110. at the base station for each remote host based on 
an average uplink bit rate, a burstine^ss factor of uplink traffic,,and a^packef loss rate. Similarly, a downlink Frame Error 
Rate is measured at each' remote host 211 5 based-on the average downlink bit rate; the'burstlness factor of the downlink 
traffic, and the packet loss rate and tfteh eacri. FER is sent 21 20 to the base station. This procedure is continuous 21 25, 
allowing all remote hosts, currently admitted to send their FEB to the base station. If an overload condition exits, flow- 

20 control messages are sent- between at least one of the remote hosts and the base station in order to control data flow 
2130. Packets at the base station having a delay exceeding a time-to-live threshold 2135 are than discarded 2140, 
and connections with a Frame Error Rates that has'exceeded a frame error rate threshold for a specified time 2145 
and that have indicated that their connections can be ir;»terrupted 2150 are disconnected 2155. 
[01 54] To obtain a particular quality of. service, each connection request contains the following information: bandwidth 

25 requirement, delay requirement, a "loss tolerable/non-tolerablev.flag, a "service interruption allowed" flag, acceptable 
packet loss rate, arid/a traffic descriptor which consistsot.peak data rate, average data rate, and a potential burstiness 
factor for each direction, uplink and downlink. For example, aconnection^that specifies a delay requirement of 20 ms 
and "loss tolerant" will have its packet thrown away if the message it sends or is supposed to receive sits in the queue 
at the wireless modem or the access point for more than 20 ms. If the user specifies a delay requirement but classifies 

30 itself as "loss non-tolerant", then packets intendeb for that user will not be thrown away until there is a buffer overflow. 
The bandwidth requirement, delay requirement, packet loss rate, and the traffic descriptor are all used in the admission 
control technique. 

[0155] A data security feature-can be implemented using any 01 the methods known in the art. One example would 
be to adapt the Institute of Electrical and Electronics Engineers - (IEEE) standard 802.11 wired Local Area Network 

35 (LAN) equivalent approachf The wrred equivalent privacy (VVEP) feature is defined in the 802.11 standard to protect 
authorized users of a wireless 'LAN .casual eavesdroppjnig. Pay load encryption is not be turned on unless the WEP 
option is turned on. Each seryiCB provider assigns a shared key to all users, in addition to a user-unique key. The keys 
are periodically modified, with the effectiveness of the security feature depending on the length of the key chosen and 
the frequency with which the key is changed. ^ 

40 [0156] Although preferred embodimerits of novel access control, admission control and conflict resolution schemes 
are described above, these embodiments are intended to be illustrative only and therefore not lirtiiting. 



Claims 

45 * ' 

1. A method for establishing the power level for upHnk,data transrntssion via an initial access request message in a 
wireless communications network, said network having a base station and a plurality of remote hosts, said network 
employing the On-Demand Multiple Access Fair Queuing protocol, said method comprising the steps, in combi- 
nation, of; - 
so , • 

transmitting a short connection request message from a first one of said remote host at an initial transmit 
power level that is set relative to a nominal open loop power level; 

if the transmission is unsuccessful,, incrementing said transmit power level by a power increment amount; 
repeating the steps of transmitting and incrementing until the transmission is successful; and 
55 storing the power level at which transmission is successful and using said stored power level for data trans- 

mission utilizing said On-Diemand Multiple Access Fair Queuing protocol.; 
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